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A Proper Navigator
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Global Navigation Space Systems:
reliance and vulnerabilities

GPS and other satellite navigation \
services ... have applications so

pervasive that there is now a real

threat to global security if the systems
should fail.

GNSS signals are used internationally
by almost every industry: rail, road,
aviation, space, maritime, agriculture,
energy, surveying, construction, law
enforcement and communications.

Dependence on GNSS connects many
independent services into an
‘accidental system’ with a single point
of failure: the satellite PNT signal.

A satellite signal is a weak foundation
for important services ... and can fail in

dozens of ways.
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... and all the augmentations:
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Altitude error:

Sources: Vogel, Macabiau & Suard, ‘Effect of a GPS Anomaly on Different GNSS Receivers’, ION GNSS 2005, Long Beach, CA,
Sep 13-16, 2005, Hoppe & Walterfang, ‘Investigation of a GPS Satellite Problem with respect to DGPS and GPS users’, European
Journal of Navigation, May 2004, www.Ir.tudelft.nl/live/pagina.jsp?id=400f4487-ed8c-4274-95ch-ebc2afa7385e&lang=en
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powerful solar radio burst

NOAA NEWS RELEASE
Fosted:

Raw  Oxd71202fF
_.J:'-.:_'l-::-1 _--;'-'i- E szlT

April 4, 2007

“The burst produced 20,000 times more radio emission
than the ... rest of the sun ... and swamped GPS
receivers over the entire sunlit side of the Earth.”
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A small jammer on this cliff-top disrupted GPS on vessels
out to ranges as wide as the Dover Strait

~




4 Low-powered GPS jammer on ship )

Jammer of less than 1 milliWatt:
False positions, and velocities
sAutopilot may turn vessel
*But no alarms!

With a little more jammer power:
*Electronic Chart Displays
sAutopilot

sAutomatic Identification System
Differential GPS

«Satellite voice and data comms
eMaritime distress safety system

plus ...
Ship’s Radar & Gyrocompass /
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N. Korea accused of jamming commercial
flight signals

—

By Julie Yoo, NBC News tn Seoul, and msnbe.com news services
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* Only for Legal Use

Product Description

Are you sick of being tracked like a criminal? This certain device is a gorgeous GPS
jammer which can totally solve your troubles. The can prohibit signals from tracking
wvour current location; pay a private space for you. All of this owes to the high
power portable GPS {GPS L1/L2/L3/L4/L5) jammer.

High Power Portable GPS (GPS L1/L2/L3/L4/L5) Jammer

RRP:

Your Price:

SKU:

Rating:

Shipping:
Quantity:

A= S o e ]

GEP £101.43
(You save GBP £8.83)

JM110838

reviews )

Calculated at checkout

Add to cart
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Realying on GRS

GPS provides many benefits to cwvilian
users. It is vulnerable, however, to
interference and other disruptions that can
have harmful consequences. GPS users
must ensure that adequate independent

backup systems or procedures can be used
when needed.
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Researchers show how a major GPS flaw could allow
terrorists and hackers to hijack commercial ships and
planes

By DALY hAIL REPORTER
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EXCLUSIVE: Drones vulnerable to terrorist

hijacking, researchers say

Spoofing a GPS

receiver ona UAV

1s just another way

) f hljﬂ ckl'ng a °6m lorry hijackings gang face ten years

hursday 6th May 2010, 11:30AM BST.

The Most Likely Threat:
The world’s most popular free newspaper

e ‘ threat to A Portable Recetver-Spoofer
stock markets =

GPS Receiver/Spoofer ‘argel eceiver

The portable receiver-spoofer architecture simplifies a spoofing attack




2 or more
elements in
the antenna

%

How does GINCAN work?

Weighting
Network

Weight
calculation
processor

Signal enters receiver,
with jamming removed

GNSS
Receiver

2.5V power

‘Jammer Detect’ output
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Loran’s Capability to Mitigate the Impact of a
GPS Outage on GPS Position, Navigation. and
Time Applications

Prepared for the
FEDERAL AVIATION ADMINISTRATION
VICE PRESIDENT FOR TECHNICAL OPERATIONS
NAVIGATION SERVICES DIRECTORATE

March 2004




Fre

.5, Depariment of Homeland

STATEMENT FROM DHS PRESS SECRETARY LAURA KEFHHNER ON THE
ADOPTION OF NATIONAL BACEUP SYSTEM TO GES

The enhanced Loran, or eLoran, system will be a land-based,
independent system and will mitigate any safety, security, or
economic effects of a GPS outage or disruption.
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Positional assistance for ships — eLoran rolls
out ove

Shallands
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New Ship-based System Takes Out GPS
Jamming Threat

PC Advizor
With GPS jamming a growing worry for UK shipping, a new device seamlessly switches

Manday, March 11, 2013

systems to counter the navigational menace.
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Enhanced Ditferential Loran Maritime Trials 11
The Netherlands Declared Successtul

Picture: www.insidegnss.com
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OCX Program Restructured, Delayed Again

Details are emerging about ancother restructuring of the contract for the new GPS ground
system, a deal that pushes completion of the project back another two vears and recasts the
remaining work to fit within the Air Force's strained financial profile.

Who Pays for GPS?

The American taxpayer pays for the GPS
service enjoyed throughout the world. All GPS
program funding comes from general U.S. tax
revenues.

Pictures: www.insidegnss.com, gps.gov

The bulk of the program is budgeted through
the Department of Defense, which has
primary responsibility for developing,
acquiring, operating, sustaining, and

19 modernizing GPS.
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