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There is lots of opportunity for Machine Learning!
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There is lots of opportunity for Safe Machine Learning!

...but
automation of these systems tends to require significant validation
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...and machine learning adds complexity.
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We need to develop new tools to ensure the safe operation of
machine learning-based systems.
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Perception is a key application area for machine learning.

Vision-Based Detect and Avoid Vision-Based Taxi Navigation
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Closed-Loop Analysis allows us to test high-level safety properties.
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“If the intruder is above the ownship and they are both in level flight,
the ownship should always descend.”
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Closed-Loop Analysis allows us to test high-level safety properties.
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Open-Loop Property:

“If the intruder is above the ownship and they are both in level flight,
the ownship should always descend.”
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Closed-Loop Analysis allows us to test high-level safety properties.
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Closed-Loop Property:

“The aircraft should not collide.”
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Generating Probabilistic Safety Guarantees
for Neural Network Controllers

S. M. Katz, K. D. Julian, C. A. Strong, and M. J. Kochenderfer

Machine Learning Journal (2021)
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Goal: generate probabillistic safety guarantees.

Modify traditional MDP model checking formulation
to work with neural network controllers.

° Minimize overapproximation error along the way.

Safe Machine Learning-Based Perception via Closed-Loop Analysis



Safety

et Modify traditional MDP model checking formulation
to work with neural network controllers.

Risk-Driven
Design dynamic
programming
. Pr”(s) : probability of NMAC when
MDP model ChGCklng » starting from state s.
Image-Based
Verification
Probabilistic
Guarantees

Safe Machine Learning-Based Perception via Closed-Loop Analysis



Safety

R rements Modity traditional MDP model checking formulation
to work with neural network controllers.

Risk-Driven Neural Network Advisories
: 1,000 —
Design N Pr*(s) : probability of NMAC when
COC :
T T T = - starting from state s.
EEEEEEE. -
EEEEEEEE B -
= 1 1 1 11111 + overa Ximation
T 'SEmEEEEE Wcrsoo
11 11111
Image-Based sy NMEANEEENNE - _ —
et est e HEENENENENN Pr*(c) overapproximated probability of
N 5 5 5 NMAC when starting from cell ¢
AN J '

~1,000
~100 —-50 0 50 100

ho (ft/s)

Probabilistic
Guarantees

Safe Machine Learning-Based Perception via Closed-Loop Analysis



Safety
Requirements

Risk-Driven
Design

Image-Based
Verification

Probabilistic
Guarantees

° Minimize overapproximation error along the way.

Pr”(c) : overapproximated probability of
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Generating Probabilistic Safety Guarantees
for Neural Network Controllers
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Verification of Image-Based Neural Network
Controllers Using Generative Models

S. M. Katz*, A. L. Corso*, C. A. Strong*, and M. J. Kochenderfer

Digital Avionics Systems Conference (2021), Journal of Aerospace Information Systems (2022)
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Concatenate the generative model and
control network to verify safety.
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Concatenate the generative model and
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Validate the generative model using a
recall metric on the training data.
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Our Ildea: Account for the “riskiness” of making perception
errors during the perception system design process.

\ :' /
0 Formulate a risk function.

Safety
Requirements

Risk-Driven
Design

Markov Decision Process Distribution of
Future Costs

w - ST (s, €)
e Distributional

Image-Based Dyn amic
Verification e :
S=ste : Programming
Error "
Model
e~m,(-]|s)
Probabilistic
Guarantees

p(s,e) =CVaR| |

Safe Machine Learning-Based Perception via Closed-Loop Analysis



Our Ildea: Account for the “riskiness” of making perception
errors during the perception system design process.

Safety
Requirements

Risk-Driven
Design

0 Formulate a risk function. | p(s,€) = CVaR| Z(s, ¢) |

Use the risk function to design a safer perception system.

> Risk-driven training
Image-Based
Verification

) Risk-driven data generation

Probabilistic
Guarantees

Safe Machine Learning-Based Perception via Closed-Loop Analysis



Our Ildea: Account for the “riskiness” of making perception
errors during the perception system design process.

Safety
Requirements

Risk-Driven
Design

0 Formulate a risk function. | p(s,€) = CVaR| Z(s, ¢) |

Use the risk function to design a safer perception system.

WV Risk-driven training

Image-Based

Verification g (S, 6) _ 1262 n
n

) Risk-driven data generation

Probabilistic
Guarantees

Safe Machine Learning-Based Perception via Closed-Loop Analysis



Our Ildea: Account for the “riskiness” of making perception
errors during the perception system design process.

Safety
Requirements

Risk-Driven
Design

0 Formulate a risk function. | p(s,€) = CVaR| Z(s, ¢) |

Use the risk function to design a safer perception system.

> Risk-driven training
Image-Based
Verification

) Risk-driven data generation

Probabilistic
Guarantees

Safe Machine Learning-Based Perception via Closed-Loop Analysis



Our Ildea: Account for the “riskiness” of making perception
errors during the perception system design process.

Safety
Requirements

Risk-Driven
Design

0 Formulate a risk function. | p(s,€) = CVaR| Z(s, ¢) |

Use the risk function to design a safer perception system.

> Risk-driven training
Image-Based
Verification

WV Risk-driven data generation

w(s) = max p(s, €) — p(s,0)

Probabilistic
Guarantees

Safe Machine Learning-Based Perception via Closed-Loop Analysis



Our Ildea: Account for the “riskiness” of making perception
errors during the perception system design process.

Safety
Requirements

Risk-Driven
Design

0 Formulate a risk function. | p(s,€) = CVaR| Z(s, ¢) |

Use the risk function to design a safer perception system.

> Risk-driven training
Image-Based
Verification

) Risk-driven data generation

Probabilistic
Guarantees

Safe Machine Learning-Based Perception via Closed-Loop Analysis



Safety Vision-based Aircraft Detect and Avoid Example

Requirements

Intruder
Risk-Driven

Design Ownship

Image-Based
Verification

Probabilistic
Guarantees

Safe Machine Learning-Based Perception via Closed-Loop Analysis



Safety Vision-based Aircraft Detect and Avoid Example
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Efficient Determination of Safety Requirements
for Perception Systems

S. M. Katz, A. L. Corso, E. Yel, and M. J. Kochenderfer

Digital Avionics Systems Conference (2023)
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