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Abstract: This talk concerns modeling, analysis and design challenges and opportunities in cyber physical electric
energy systems. We first summarize our vision using control engineering and systems theory as a unifying theme for
modeling energy systems as complex dynamic systems encompassing technical, economic, policy and information
processes. We highlight the key role of sensors and actuators, which are currently being deployed as part of smart grid
efforts. In order for these sensors and actuators to be deployed at value, it is essential to characterize the architecture of
the physical grid and the characteristics/preferences of its users. We illustrate several qualitatively different physical
architectures (bulk power systems; hybrid grids; fully distributed grids for developed world; and, grids for developing
world). We summarize the state-of-the-art cyber in these physical grids, identify the key problems that require
improvements and propose possible cyber architectures to support these improvements. The principles of CPS design are
based on the same end-to-end CPS framework referred to as Dynamic Monitoring and Decision Systems (DY MONDS).
We finally illustrate this framework using the real-world data from two Azores Islands featured in our recently published
book entitled “"Engineering IT-Enabled Sustainable Electricity Services: The Case of Low-Cost Green Azores Islands".
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