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Abstract: The proliferation of electronic data generated in smart grid and other applications has made potential
leakage of private information through such data an important issue. This talk will first describe a fundamental
information theoretic framework for examining, in a general setting, the tradeoff between the privacy of data and its
measurable benefits. This framework will then be used to investigate two problems arising in smart grid. The first of
these is smart-meter privacy, in which the tradeoff between the privacy of information that can be inferred from meter
data and the usefulness of that data is examined. The second is competitive privacy, which models situations in which
multiple parties (e.g., power companies) need to exchange information to collaborate on tasks (e.g., management of a
shared grid) without revealing company-sensitive data.
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