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SUMMARY

Genotype imputation is the inference of unknown genotypes using known population structure observed in
large genomic datasets; it can further our understanding of phenotype-genotype relationships and is useful
for QTL mapping and GWASs. However, the compute-intensive nature of genotype imputation can over-
whelm local servers for computation and storage. Hence, many researchers are moving toward using cloud
services, raising privacy concerns. We address these concerns by developing an efficient, privacy-preser-
ving algorithm called p — Impute. Our method uses homomorphic encryption, allowing calculations on
ciphertext, thereby avoiding the decryption of private genotypes in the cloud. It is similar to k-nearest
neighbor approaches, inferring missing genotypes in agenomic block based on the SNP genotypes of genet-
ically related individuals in the same block. Our results demonstrate accuracy in agreement with the state-of-
the-art plaintext solutions. Moreover, p — Impute is scalable to real-world applications as its memory and
time requirements increase linearly with the increasing number of samples. p — Impute is freely available

for download here: https://doi.org/10.5281/zenodo0.5542001.

INTRODUCTION

The decreasing cost of DNA sequencing and the clinical impor-
tance of genomic characterization of individuals have resulted in
an exponential increase of available human genetic data (Sboner
et al., 2011). Such data have tremendous clinical value in terms
of understanding and characterizing rare diseases and geno-
type-phenotype associations (Manolio, 2010; Rockman and Kru-
glyak, 2006). However, the large amount of data being collected
and the complexity of genomic analyses can overwhelm the ca-
pacity of servers. In part, the issue has to do with the disk space
required to store thousands of samples locally. Therefore, fund-
ing agencies and institutions have begun outsourcing the com-
putations to cloud services. For example, the National Human
Research Institute strongly suggests its awardees to use the
Genomic Data Science Analysis, Visualization, and Informatics
Lab-space (AnVIL) (National Human Genome Research Institute,
2021), which is a cloud-based infrastructure for genomic data
access, sharing, and computing across large genomic and
genomic-related datasets. These cloud-based services raise pri-
vacy issues when used for sharing patients’ genomic data. With
the increasing use of genetic information in new avenues, such
as forensics, the need for privacy-preserving analysis methods
is greater than ever.
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Updates

Genotype imputation is the process of statistical inference of
unknown genotypes in a genome using the correlation between
the single-nucleotide polymorphism (SNP) sites observed in
population-based haplotype structures. Genotype imputation
has immense value in phenotype-genotype association studies,
especially when there is a large number of study participants.
This approach allows researchers to perform cost-effective gen-
otyping methods, such as genotyping arrays or low-coverage
whole-genome sequencing, and obtain missing or low-quality
genotypes through statistical inference. As the input and output
of genotype imputation methods are sets of participants’ geno-
types, performing this analysis in the cloud could have serious
privacy implications, such as exposure of the sensitive data to
untrusted third parties. However, the large amount of data
required to boost statistical power makes local storage and anal-
ysis cost prohibitive. For example, online services, such as the
Michigan Imputation Server, allow researchers to impute geno-
types against large-scale reference panels based on thousands
of genomes. This requires uploading highly sensitive genetic in-
formation from many query individuals to a server. Although the
input and the output of these services can be encrypted, these
servers cannot provide end-to-end encryption and the query
data become vulnerable during computation. Therefore, pri-
vacy-preserving genotype imputation methods are needed that
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allow users to utilize cloud-based services while protecting pri-
vacy. Here, we present a privacy-preserving genotype imputa-
tion method called p-Impute based on homomorphic encryption
(HE). p — Impute allows users to perform genotype imputation on
encrypted genotype data and returns encrypted genotype
outputs, thereby removing the privacy concerns related to
outsourcing cloud services.

HE is a form of encryption with the capability of computing on
encrypted data without access to a secret key (Armknecht et al.,
2015). HE schemes are classified based on the different kinds of
computation that they can successfully perform on encrypted
data. Common types of encryption schemes include partial,
somewhat, leveled fully, and fully HE (Acar et al., 2018). Partial
HE (PHE) supports the evaluation of circuits consisting of only
one type of gate (e.g., addition or multiplication). Somewhat
HE (SHE) supports the evaluation of two types of gates but
only for a subset of circuits. Leveled fully homomorphic encryp-
tion (LFHE) supports the evaluation of arbitrary circuits
composed of multiple types of gates of bounded depth. Fully
HE (FHE) supports the evaluation of arbitrary circuits composed
of multiple types of gates of unbounded depth. These limitations
in the circuit size and gate type are due to the noise introduced to
the ciphertexts, which is added during encryption to guarantee
the security of the encryption system. FHE overcame these lim-
itations by introducing bootstrapping, which is an expensive
operation that reduces the noise of ciphertexts (Gentry, 2010)
Halevi and Shoup, 2015). Moreover, in HE, addition operations
are fast and produce little noise, whereas multiplications are
slow and produce more noise. Furthermore, in HE, control flow
cannot depend on the data. For example, we cannot perform
an if clause on encrypted data. Therefore, the program must
run obliviously to its sensitive data, which leads to further perfor-
mance degradation (Micciancio, 1997). Although HE has been
used for the analysis of genomic and biomedical clinical data
(Kim and Lauter, 2015; Kocabas and Soyata, 2014, Bos et al.,
2014; McLaren et al., 2016), it requires a fast and scalable imple-
mentation to be used for genotype imputation.

We designed p-Impute, a privacy-preserving statistical infer-
ence algorithm for performing genotype imputation, using the
Brakerski/Fan-Vercauteren (BFV) encryption scheme (Fan and
Vercauteren, 2012) provided by the Microsoft SEAL (SEAL,
2019) library. Although BFV is an FHE scheme, the SEAL imple-
mentation of BFV does not allow for bootsrapping; therefore, we
use it as an SHE scheme, because the number of operations
required in our algorithm is known a priori. We overcame the
challenges related to performance overhead through algorithm
optimization, batching, and thread-level parallelism. We used
2,000 fully characterized genomes from the 1,000 Genomes
Project (The 1000 Genomes Project Consortium, 2015) to model
the relationship between tag and target SNPs, and then tested
the model on the remaining 500 fully characterized genomes
from the 1,000 Genomes Project (The 1000 Genomes Project
Consortium, 2015). We further evaluated the performance of
our algorithm on various independent datasets, such as those
from the Genotype-Tissue Expression (GTEx) (The GTEx Con-
sortium, 2013), Avon Longitudinal Study of Parents and Children
(ALSPAC) (The UK10K Consortium, 2015), and PsychENCODE
(The PsychENCODE Consortium, 2018) projects. p-Impute de-
fines blocks of genomic regions for each missing genotype

174 Cell Systems 13, 173-182, February 16, 2022

Cell Systems

and enumerates all possible genotype combinations of tag
SNPs. It then statistically infers the missing genotypes based
on all of the genotypes in these genomic regions of M-genetically
related individuals. These M individuals are selected from a data-
base with known genomes (e.g., the 1,000 Genomes Project)
based on the similar principles of traditional k-nearest neighbors
algorithms. We compared p-Impute results with results from the
state-of-the-art non-encrypted counterparts, IMPUTE2 (Howie
et al., 2012), Beagle (Browning and Browning, 2009), and Mini-
mac (Das et al., 2016). We found that p-Impute offers reasonable
overall genotype accuracy ( 94%) compared with its plaintext
counterparts ( 98%). We further broke down our predictions
into different minor allele frequency (MAF) and ancestry cate-
gories. We found that rare alleles with heterozygous genotypes
are hardest to impute by p-Impute. We also found that the geno-
type accuracy of the imputed SNPs from African genomes
is slightly lower compared with plaintext solutions. Overall,
p-Impute provides a mathematically guaranteed and fast geno-
type imputation tool with a slight decrease in accuracy as a
trade-off for its scalability and privacy guarantees.

RESULTS

p-Impute can be used in clinical and research settings
The motivations and logic for our genotype-imputation model
can be summarized as follows: (1) Genotype imputation must
be outsourced in the cloud because we cannot afford to down-
load and compute thousands of genomes locally. (2) We must
protect the private information, which are the input and output
of the genotype imputation (SNPs). (3) Model privacy is needed
in case the training data are not publicly available. Note that
we built our model using the publicly available 1,000 Genomes
dataset. (4) HE provides mathematically guaranteed privacy for
the input and output of the genotype-imputation problem by
converting them into ciphertext and operating in the encrypted
domain.

In areal-world setting, our server provider is the cloud services
with someone (let us say “Bob”) who developed an imputation
model that can operate on encrypted data and our client (let us
say “Alice”), who wants to impute genomes, is the researcher
or clinician. Consider a scenario in which Alice has a set of gen-
otyped tag SNPs and would like to impute the genotypes of her
missing SNPs (target SNPs) using the tag SNPs. She would like
to outsource the imputation to Bob, as Bob has a cloud-based
genotype-imputation model. However, Alice does not trust
Bob enough to send him her SNPs. Instead, Bob offers an impu-
tation method in the encrypted space. Alice encrypts her tag
SNP genotypes with her public key and sends them to Bob.
Bob runs his imputation method, obtains encrypted results,
and sends them to Alice. Alice uses her private key to decrypt
the results, which are her missing SNP genotypes (Figure 1A).

p-Impute is a simple yet intuitive algorithm for genotype
imputation

A phasing-free, fast plaintext solution as a base
Traditional plaintext genotype imputation methods, such as
IMPUTE2 (Howie et al., 2012), Beagle (Browning and Browning,
2009), and Minimac (Das et al., 2016), first phase the genome
into haplotypes. Next, they determine the best haplotype block
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Figure 1. Threat Model and p-Impute algorithm in plaintext and encrypted domain

(A) lllustration of how genotype imputation with HE works in practice. After generating encryption (public), decryption (private), and evaluation keys, Alice encrypts
the vcf file with her tag SNP genotypes with her encryption key and sends the encrypted genotypes and the evaluation key to Bob. Bob uses the encrypted
genotypes as input to his privacy-preserving imputation model and outputs encrypted genotypes for Alice’s missing SNPs and sends them to Alice. Alice can
decrypt the output using her decryption key. Bob never receives any unencrypted data and never sees the plaintext results from his model. Bob can be thought of
as the cloud service provider, such as AWS or Google cloud.

(B) After determining the neighboring tag SNPs for the missing genotype, the similarity between the query individual and each individual in the 1,000 Genomes
dataset is calculated. These individuals are ranked based on the similarity to the query individual and the top M individuals are used to calculate the probability of
each genotype being observed at the missing SNP location based on the probability of joint occurrence between the missing SNP location genotype and tag SNP
genotypes in genetically similar individuals.

(C) 3N virtual individuals are generated by using all possible combinations of genotypes of N tag SNPs. For each virtual individual, we find the M-genetically similar
individuals from the 1,000 Genomes dataset. We then generate a look-up table, where each index is the sequence of the tag SNP genotypes of a virtual individual
and the probability of genotypes 0 and 1 for the target SNPs are the columns. These probabilities are calculated using the scoring system described in (B). After
converting the look-up table with transformation to the indices and probabilities, we perform private information retrieval to the look-up table with encrypted query
tag SNP genotypes and return encrypted query target SNP genotype probabilities.

structure using a genotype panel from different populations.
Haplotype blocks are then used to determine the relationship be-
tween tag and missing SNP genotypes in order to compute a
probability for having each genotype (0 for homozygous refer-
ence alleles, 1 for heterozygous alternative alleles, and 2 for ho-
mozygous alternative alleles) at the missing SNP position. Many
of the available imputation methods are based on hidden Markov
models in order to determine the size and the boundaries of the
haplotype blocks and then impute the genotypes (Howie et al.,

2012; Browning and Browning, 2009; Li et al., 2010). Complex
statistical methods, such as hidden Markov models, might
require computationally expensive operation that may not be im-
plemented using HE-based principles for computation in the en-
crypted domain. This is because computation may not be able to
scale-up genotype imputation for hundreds of individuals due to
the large performance overheads.

To avoid some of the overhead problems, we developed a
plaintext method that does not depend on phasing or haploblock
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inference and thus can impute genotypes directly using the tag
SNP genotypes. We describe our algorithm in Figure 1B. Let
us assume that each haplotype block in the genome contains
a fixed number of SNPs. We can further assume that each of
the target SNPs to be imputed is conveniently located in the mid-
dle of these blocks. That is, for each missing target SNP geno-
type of a query individual, we can determine N number of tag
SNPs that are closest to it. We call this group of SNPs a
“pseudo-haplotype block” as they are not necessarily the exact
haploblock structures by linkage disequilibrium but an approxi-
mation. We can then calculate the joint probability of SNP geno-
types on these pseudo-haplotype blocks by using genomes
from a reference panel as follows: We define a similarity score
between the query individual and each individual k in the known
training panel (1,000 Genomes dataset in our case) for the
pseudo-haplotype block as:

k=Kj=N

Z {gquery(l —9x(f) }

k=1j=1

sim(k,query) (Equation 1)

where K is the total number of individuals in the training dataset,
N is the total number of tag SNPs in the pseudo-haplotype block,
Gquery (j) is the genotype of the j* tag SNP in the pseudo-haplo-
type block of the query individual, and g(j) is the genotype of
the j tag SNP in the pseudo-haplotype block of the k" individual
in the training dataset. After calculating the similarity between all
the individuals and the query individual, we sort the sim(k, query)
scores in increasing order and take the top M individuals in the
training dataset as our genetically related individuals. From this
pseudo-haplotype block, we learn statistical relationships be-
tween tag and target SNPs. We then calculate a score for each
genotype at the missing SNP location by counting the number
of individuals as follows:

N M
score(gquer (farget) = ] Z > l(g(target)

]: k=1

=X,9k() = Gquery (), (Equation 2)
where x={0,1,2} and I(gk(target) =x,gk(j) =9query(f)) are the
indicator functions, which equal 1 if k" individual’s target SNP
genotype is equal to x and j” tag SNP genotype is equal to
the query individual’s j tag SNP genotype, and otherwise
equals 0 (see STAR Methods for details). We then normalize
these scores to obtain the probability of having a genotype at
the missing SNP location. The probability of having the genotype
x at the missing SNP location becomes

score (gquer (target) =x)
2 oScore (Gquery (target) =i)
(Equation 3)

P (Gquer (target) = x) =

Note that the solution above is a simplistic approach
compared with the state-of-the-art imputation tools in order
to achieve efficiency with a small trade-off in accuracy. This
plaintext algorithm cannot be directly used in the encrypted
domain due to its reliance of the training database, which re-
quires multiple costly operations. Below, we detail how we
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further optimized this solution to increase the efficiency in the
encrypted domain.

Optimization for an encrypted solution

For this algorithm to work with HE, we must remove the reliance
on the training data, as going through all of the individual ge-
nomes to infer statistical relationships between SNPs adds a
large overhead to the implementation. To this end, we applied
a pre-calculated statistical inference as follows: For each
pseudo-haplotype block, we enumerate all possible genotype
configurations given N tag SNP genotypes and call each a virtual
individual. Each tag SNP can have three values: 0, 1, and 2;
therefore, we have 3V possible virtual individuals for each
pseudo-haplotype block. We then calculate the genotype prob-
abilities for the target SNP in each pseudo-haplotype block for
every virtual individual following the statistical plaintext
approach above. We then create a look-up table, where each en-
try is a virtual individual. The index of the table is a string of
concatenated tag SNP genotypes for each virtual individual.
The table returns the target genotype probabilities given the
string of concatenated tag SNP genotypes for a given pseudo-
haplotype block. We create tables for each target SNP sepa-
rately. These tables can then be encrypted, i.e., given an
encrypted tag SNP genotype, it will return the encrypted target
genotype probabilities. This is a known problem called “private
information retrieval” and can be implemented with O(n)
complexity. We describe this algorithm in Figure 1C. The details
of the implementation with FHE can be found in the STAR
Methods. We used BFV, an FHE scheme, for the following rea-
sons: First, we must use both XNOR and AND gates to be able
to perform look-ups in the encrypted domain, which requires
both addition and multiplication (see STAR Methods for details).
This requirement eliminates the possibility of using PHE.
Second, we already know the upper bound of the total number
of operations needed, as our tables have fixed sizes due to our
parameter N. This allows us to use BFV with known depth and
avoid the costly bootstrapping that comes with FHE schemes.

p-Impute is a fast and secure imputation algorithm with
robust parameters

The key parameters of the p — Impute algorithm are the number
of neighboring tag SNPs (V) and the number of genetically similar
individuals (M). Whereas M is only used during building of the
look-up table and does not affect the efficiency of our algorithm,
N greatly affects the run time and memory requirement of the
imputation.

N is a dataset-independent universal parameter

As mentioned above, N number of tag SNPs around a target SNP
is an approximation to the linkage disequilibrium effect. We aim
to capture the tag SNPs that are most highly correlated with the
target SNP. This, in principle, will yield similar results when an
inference is made for different datasets. To demonstrate this,
we carried out a sensitivity analysis by varying the N values
and calculated the accuracy of imputation on four datasets:
504 individuals from the 1,000 Genomes Project (The 1000 Ge-
nomes Project Consortium, 2015), 836 individuals from the
GTEx project (The GTEx Consortium, 2013), 176 individuals
from the PsychENCODE project (The PsychENCODE Con-
sortium, 2018), and 1,927 individuals from the ALSPAC project
(The UK10K Consortium, 2015). We accomplished this by using
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All of the calculations in this figure were carried out using 9,745 tag and 500 target SNPs of human chromosome 1.

(A) Change in genotype accuracy of the imputation results with different values of N for four different datasets. M is fixed at 60.

(B) Change in micro-AUC with an increasing number of M, with N fixed at 2. micro-AUC reaches a maximum at 60 individuals.

(C) Total roundtrip time (encryption+query+decryption) and memory usage with changing M when we fix the number of SNPs at 7. Since M is only used during
building the look-up table, as can be seen from the plots, it does not affect the runtime.

(D) Increase in memory usage with increasing numbers of neighboring SNPs when the number of individuals is fixed at 60.

(E) Increase in total roundtrip time (encryption+query+decryption) with an increasing number of neighboring SNPs when the number of individuals is fixed at 60.
(F) Micro-AUC values with an increasing number of N, with M fixed at 60. micro-AUC increases with an increasing number of neighboring SNPs (N).

~15k tag and ~62k target SNPs on Chr22 (see STAR Methods
for details). As shown in Figure 2A, the genotype accuracy of
the imputed SNPs behaves the same with an increasing number
of SNPs for all four datasets. As expected, the accuracy levels off
after a certain number of neighboring tag SNPs, because the
correlation between SNPs diminishes as the genomic distance
between them increases. This identical behavior of different N
values across datasets can primarily be attributed to the fact
that “haplotype blocks” containing correlated genotypes are
generally consistent across the human population. A haplotype
block is defined as a genomic region with no observed recombi-
nation; therefore, the structures of these regions are preserved
across the human population. Thus, we expect that a predefined
N number of SNPs used to capture the correlation between ge-
notypes will behave similarly across different human samples. In
summary, N is a parameter for the human population and does
not need to be tuned for a particular dataset.

N and M can be fine-tuned for an optimal balance
between efficiency and accuracy

In order to find an optimum value for these parameters, we per-
formed tests with different values of N and M and evaluated them
in terms of memory and run time. To accomplish this, we divided

the 1,000 Genomes dataset into two groups: 2,000 individuals
for statistical inference and 504 individuals for parameter tuning
using 9,745 tag and 500 target SNPs. For a comprehensive eval-
uation of the accuracy of the imputation model, we used a metric
that reflects both correct predictions (true positive rate) and false
misclassifications (false positive rate) for each of the three geno-
types. Since this is a prediction problem with three classes, we
applied the micro-AUC score, which has been used for
comparing the accuracy of various multi-class classification/
prediction models (Bradley, 1997). We first fixed N at 2 to find
the best number of individuals, M. We found that our model
had the highest micro-AUC when M was 60 individuals (Fig-
ure 2B). We then fixed the M at 60 and increased N from 2 to 8
and measured not only micro-AUC but also the total round trip
(encryption+query+decryption) time and memory usage (Figures
2C-2E). When we increased N from 7 to 8, we found that micro-
AUC increased only by 0.001, whereas the time and memory
overhead increased exponentially. For all three performance
measures, the optimum value of N appears to be 7 in our tests.
Since we only used the parameter M during statistical inference,
we also showed that the run time and memory performance of
the query do not depend on M (Figure 2C).
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Figure 3. Performance of p-impute (N = 7; M = 60), Beagle, IMPUTE2, and Minimac4

(A) The micro-AUC for predicting genotypes of 61,993 target SNPs using 15,424 tag SNPs of Chr22.

(B) Precision-recall curves (shown only against Minimac4 for simplicity) for predicting genotypes of 61,993 target SNPs using 15,424 tag SNPs of Chr22.
(C) Genotype accuracy for predicting genotypes of 61,993 target SNPs using 15,424 tag SNPs of Chr22.

(D)Genotype accuracy for population groups from different ancestries (EUR, Europe; EAS, East Asia; AFR, Africa; AMR, Americas).

(E) Genotype accuracy when the SNPs were grouped by their MAFs, categorized by genotype.

We further compared our prediction with the results obtained
from running the commonly used plaintext genotype imputation
software IMPUTE2 (Howie et al., 2012), Beagle (Browning and
Browning, 2009) and Minimac4 (Das et al., 2016). We trained
our method, IMPUTE2, Beagle, and Minimac4 using the ge-
nomes of 2,000 individuals from the 1,000 Genomes Project
(The 1000 Genomes Project Consortium, 2015) and tested
the methods on Chr22 (15,424 tag and 61,993 target SNPs)
of 1,927 individuals from the ALSPAC project (The UK10K Con-
sortium, 2015) by plotting the receiver operating curves (ROCs)
and precision-recall curves, and then calculating the Micro-
AUCs. We found that the performance of p —Impute is in
agreement with the performance of the state-of-the-art plain-
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text methods in terms of micro-AUC (Figure 3A). All four algo-
rithms resulted in a micro-AUC score of 0.99. We found that
the p — Impute AUC scores were lowest for the heterozygous
SNP genotypes compared with the state-of-the-art methods.
For clarity, we compared the area under the precision-recall
curves against Minimac4. We found that, albeit still high
(>0.95), the precision and recall of p —Impute predictions,
especially for heterozygous SNP genotypes, were lower than
for Minimac4. We also calculated the genotype accuracy for
all four methods (see STAR Methods for details) and found
that, albeit still high ( 0.94), the genotype accuracy of
p —Impute was lower than the plaintext state-of-the-art
methods (Figure 3C).
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We then calculated the genotype accuracy of p— Impute on
genomes from different ancestries. To ensure enough number
of samples per ancestry, we developed our model on 1,500
individuals and tested it on 1,000 individuals from the 1,000
Genomes Project by keeping the ratio of number of samples
from different ancestries the same for both the training and
test data. We found that genotype accuracy of p — Impute for
all ancestries except African genomes was above 90%, which
is lower than the accuracy values obtained from Minimac4
(99%). Genotype accuracy of p — Impute for African genomes
was 88%, whereas it was 98% for Minimac4 (Figure 3D). We
also calculated the accuracy separately for SNPs with different
minor allele frequencies (MAFs). As expected, we found that
rare SNP genotypes, especially the heterozygous ones, were
generally more difficult to predict. Although p — Impute pre-
dicted common SNP genotypes with accuracy values compara-
ble with Minimac4, the accuracy for the very rare homozygous
SNPs was as low as 37% (Figure 3E).

Lastly, we interrogated the scalability of our tool. Since our im-
plementation allows batching and parallel processing (see STAR
Methods for details), we can query multiple target SNPs from
multiple individuals at once in the same ciphertext. To demon-
strate the benefit of these capabilities on the time and memory
requirements, we fixed the number of CPUs at 8 and increased
the target SNPs (i.e., the number of missing genotypes in a given
genome to be imputed) to measure the time and memory,
respectively. Utilizing 870 samples from the GTEx project,
when we kept the number of samples to be imputed constant
and increased the total number of target SNPs, the time and
memory increased linearly (Figure S1). Since we have a fixed
amount of data in each ciphertext, the time and memory will al-
ways scale linearly with the increasing number of samples as
well. Our algorithm is implemented with parallelization. With
the large number of CPUs available by cloud providers,
achieving extremely fast genome-wide genotype imputation of
hundreds of thousands of genomes is possible. That is, as we in-
crease the number of CPUs, the total time and cost of running
the algorithm will decrease linearly.

Limitations of p-Impute

The efficiency and privacy-preservation nature of the algorithm
come with a cost on accuracy. As can be seen in Figure 3, our al-
gorithm cannot impute heterozygous genotypes (especially the
rare ones), as well as the state-of-the-art plaintext methods.
This can be attributed to the lack of a phasing step, which makes
it possible to determine to which of the haplotypes the alternative
allele belongs. In traditional plaintext genotype imputation algo-
rithms, the correlation between the presence or absence of the
alternative alleles of the tag and target SNP is determined after
the phasing step. For example, let us assume we have a tag
and a target SNP, both of which have the heterozygous genotype.
Without knowing if the alternative alleles of these SNPs are on
maternal or paternal haplotypes, we cannot conclude that the
presence of these SNP alleles is correlated. It could be that we
never observe both of the alternative alleles on the same haplo-
type, meaning the presence of the tag SNP alternative allele is
correlated with the absence of the target SNP alternative allele.
Therefore, the lack of a phasing step results in lower accuracy
for heterozygous SNPs while making the algorithm faster.
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DISCUSSION

Privacy of an individual’s genomic data has emerged as a major
focus of data privacy studies, as unrestricted availability of per-
sonal genetic information gives rise to many concerns. For
example, knowledge of genetic predisposition to diseases may
bias insurance companies or create unlawful discrimination by
employers. In addition to DNA sequencing data, recent studies
have shown that high-throughput molecular phenotype data-
sets, such as functional genomic, metabolomic, or even
microbiome measurements, can increase the number of quasi-
identifiers and the possibility of re-identification by an adversary.
The rise in popularity of genetic and ancestry testing companies,
which collect and distribute large amounts of genomics and
health data, will only increase privacy concerns over sharing per-
sonal biological data.

In contrast, human genetics studies mainly focus on identi-
fying genetic variants that affect human traits and diseases.
This identification is possible by collecting and analyzing ge-
netics data from large cohorts of individuals with different pheno-
types. In particular, genome-wide association studies and
studies focused on identifying various quantitative trait loci
(e.g., GTEx and PsychENCODE) aim to genotype thousands of
individuals to better characterize human diseases. There are
two cost-associated bottlenecks for large-scale genomics
studies. The first is regarding the feasibility of comprehensively
genotyping entire genomes. Although the cost of genome
sequencing is rapidly decreasing, it is still not feasible to perform
high-coverage whole-genome sequencing on thousands of
genomes. To overcome this, researchers have developed geno-
type imputation tools that can predict the missing genotypes
using available population genetics data. Although genotype
imputation is an extremely powerful technique, it leads to a sec-
ond bottleneck of computationally storing and imputing thou-
sands of genomes on local servers and computers. Therefore,
institutions and funding agencies are increasingly outsourcing
cloud services for complex genomics analyses, such as geno-
type imputation.

Outsourcing to third-party computing environments for stor-
age and analysis of individuals’ genetic data raise serious pri-
vacy concerns. There is an increasing need for fast and scalable
privacy-preserving genomic analysis tools that keep the genetic
data encrypted in third-party computing environments. This can
be achieved by a special type of encryption, called HE. HE allows
for the manipulation of encrypted data, hence removing the pri-
vacy risk associated with the decryption of sensitive data for
computation purposes. However, there is a large computational
overhead incurred in HE calculations compared with computa-
tions on plaintext. This cost depends on the class of computation
needed on the encrypted variables. When arbitrary computation
is required, which is the case for most genomic calculations, FHE
must be employed. However, this leads to tremendous over-
head, slowing the process by several orders of magnitude.
Therefore, it is important to design fast and scalable algorithms
that can be implemented using HE.

In real-world applications, these scenarios can be observed in
both research and clinical settings. For example, the NIH/NHGRI
has invested a tremendous amount of resources in the AnVIL
infrastructure. This effort aims to provide a framework to analyze
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large, open, and controlled-access genomic datasets with
familiar tools and reproducible workflows in a cloud-based
computing environment. Projects funded by the NHGRI are ex-
pected to eventually move to AnVIL. However, this creates
serious privacy issues when we carry out computations on ge-
nomes that we cannot share on cloud services due to lack of
consent. Even in situations in which we obtain consent, different
regional laws, such as GDPR (General Data Protection Regula-
tion) or CCPA (California Consumer Privacy Act), might only
allow sharing personal genetic data under encryption (Scheibner
etal., 2021). Thus, we propose that privacy-preserving genotype
imputation will overcome these concerns and allow researchers
to impute genotypes from private genomes using cloud infra-
structures. Similarly, private data from patients can also be en-
crypted and imputed in cloud settings without the need to locally
download and run complicated models. For example, let us as-
sume a new consortium aims to sequence 10,000 genomes;
however, due to cost limitations, they decide to use gene chip
technology to genotype a subset of variants with the hope that
they can impute the rest of the genome. In the meantime, it be-
comes challenging to find 10,000 individuals who will give broad
consent to the use of their genetic data. Since computing geno-
type imputation on 10,000 individuals will create logistical issues
with the movement and storage of highly sensitive and private
data, they can outsource the storage and the computation to
the cloud provider by encrypting the data and performing the ge-
notype imputation on the encrypted genomes. As this is a fairly
large compute, with our highly parallelizable private genotype
imputation model, one can take a cloud burst approach to spin
up many CPUs to perform genotype imputation on a large num-
ber of samples in an efficient and cost-effective way.

In this study, we developed a scalable, privacy-preserving ge-
notype imputation method using the BFV encryption scheme.
One of the key parameters in our algorithm is the selection of
the number of the neighboring SNPs (N) to harbor the statistics
for the genotypes. Since N greatly affects the efficiency of the al-
gorithm, itis important to find an optimum value. When we tested
different N values across different datasets, we observed a
similar behavior in accuracy. We think this can mainly be attrib-
uted to the fact that “haplotype blocks” that contain correlated
genotypes are consistent across the human population. A haplo-
type block is defined as a genomic region with no observed
recombination; therefore, these regions are conserved across
the human population. Thus, it is expected that a predefined
“N” number of SNPs used to capture the correlation between
genotypes will behave similarly across different human samples.
However, as we collect more samples from diverse ancestry
groups, we must retrain these imputation algorithms as the sizes
of the haplotype blocks and the correlation between different
SNPs may no longer hold.

We showed that our imputation results are comparable with
results from plaintext methods when tested on independent da-
tasets. We showed that we can achieve chromosome-wide
imputation for 1,000 individuals in under 1.5 days (30 h in using
8 cores in a Linux workstation with Intel Xeon E5-2680 CPU at 2.4
GHz) in the encrypted domain for up to 1,000 genomes. The
client spends 3 s for key generation, 3 s for encryption. The
server spends 1.3 days on the computation. The client then
spends another 8 s for the decryption. Note that although plain-
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text genotype imputation methods require an additional phasing
step, their performance in terms of timing and memory is still
lower than p — Impute. All three plaintext methods tested in
this study (i.e., Minimac4, Beagle, and IMPUTE2) achieved the
same chromosome-wide imputation in under 20 h, which has
been previously benchmarked (Shi et al., 2018).

We used the BFV scheme (Fan and Vercauteren, 2012) in our
FHE implementation to leverage its batching capability. With
batching, we were able to fit many plaintexts into a single cipher-
text, enabling processing of thousands of ciphertexts per oper-
ation. Although schemes like torus FHE (TFHE) (Chillotti et al.,
2020) are faster when processing 1 bit of information, the
batching capability of BFV allows us to process many bits of in-
formation more efficiently. Other schemes, such as Brakerski-
Gentry-Vaikuntanathan (BGV) (Brakerski et al., 2012), also allow
batching.

In this study, we addressed the issue of protecting the sensi-
tive input and the output of genotype imputation in a cloud
computing setting by using HE as the privacy mechanism. Our
inference is based on the statistics we derived locally and from
broadly shared, publicly available 1,000 Genomes data. Howev-
er, in the case of building inference models from private ge-
nomes (e.g., from the TOPmed dataset, Taliun et al., 2021) one
also has to consider model privacy. For instance, studies have
shown that private information in training data can be gleaned
from models via membership inference attacks (Shokri et al.,
2017). In such cases, other privacy mechanisms, such as differ-
ential privacy in a federated learning system (Wei et al., 2020),
might be more suitable.

There are many different ways to provide privacy preservation
to algorithms depending on the privacy requirement. We chose
to use FHE for the genotype imputation problem because it pro-
vides privacy preservation to both the input and output of the al-
gorithm (i.e., the SNPs of an individual). Other techniques that
enable privacy preservation include secure multiparty computa-
tion (SMC) (Yao, 1986), functional encryption (Boneh et al.,
2011), trusted executive engines (TEEs) (Sabt et al., 2015), and
federated learning (Bonawitz et al., 2019). SMC aims to protect
the inputs of the parties, whereas the output is learned by all
parties involved. Moreover, it is more suitable for problems
that require collaborative computing on data distributed across
sites (Cho et al., 2018; Hie et al., 2018). Similarly, functional
encryption protects the input only and provides the output in
plaintext; this method is also slower than FHE. Federated
learning is useful for machine learning applications with decen-
tralized data, such as those of mobile devices. In federated
learning, the parties train a machine learning model locally using
their private data and send it back to update the overall model,
which is re-shared with the parties. This is an iterative process
that refines the model. Such an approach does not apply to
our problem due to the limited number of parties (Alice has all
the private data) and the fact that Bob may want to keep his
model/weights private and Alice may not want to perform
computation locally.

With the advent of computationally efficient algorithms and the
widespread use of cloud computing, there has been an
increasing interest in privacy-preserving genotype imputation.
For example, TEEs have recently been a popular privacy-preser-
ving approach for computing on sensitive genomes (Kockan
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et al., 2020; Hie et al., 2018). A recent implementation of geno-
type imputation with a TEE results in high accuracy (Dokmai
et al., 2021). However, this implementation requires the geno-
types to be phased locally before performing the imputation in
the enclave, which hampers its applicability and usability. More-
over, using TEEs for private computation requires the client to
trust the hardware provider, such as Intel, with the sensitive
data, making their security levels less desirable than homomor-
phic encryption. Another recent study (Kim et al., 2021), similar to
ours, offered multiple homomorphic encryption-based solutions
to privacy-preserving genotype imputation. These solutions
have many advantages, such as extremely high-speed compu-
tation and low memory requirements. Although the overall accu-
racy of the presented solutions seems to be comparable with our
solution, this study lacks extensive benchmarking. Specifically,
(1) training (1,500 individuals) and testing (1,000 individuals)
are performed on uniformly collected and processed 1,000
Genomes samples, which are limited in size compared with the
datasets used in this study (total of 3,443 samples spanning
four different studies: 1,000 Genomes, GTEx, psychENCODE,
and ALSPAC). It is important to benchmark the algorithms
against many different datasets in order to clarify whether the
parameters tuned in the machine-learning training step will
have a dataset-specific bias. (2) We also suspect the presented
methods will also suffer from a reduction in accuracy of imputing
rare non-reference alleles due to lack of phasing and the nature
of machine learning capturing common patterns, which was not
presented. We believe this is also an important benchmark to
perform as it can help clients to choose a subset of variants to
be imputed locally with more accurate imputation techniques,
while they choose to impute other larger subset in the cloud
with privacy preservation.
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REAGENT or RESOURCE SOURCE IDENTIFIER

Software and algorithms

p-Impute software This paper https://doi.org/10.5281/zenodo.5542001

Python (micro-AUC curves)
C++ programming language

SEAL Library

The Python software foundation

ISO/IEC JTC1 (Joint Technical Committee 1) /
SC22 (Subcommittee 22) / WG21 (Working Group 21)

Microsoft

https://www.python.org
http://www.open-std.org/jtc1/sc22/wg21/

https://www.microsoft.com/en-us/research/
project/microsoft-seal/

Data

The 1000 Genomes Project WGS data
GTEx Project WGS data
psychENCODE WGS data

UK10K ALSPAC cohort WGS data

lllumina Duo 1M version 3 SNP-chip

The 1000 Genomes Consortium
The Genotype-Tissue Expression Consortium Portal
The psychENCODE Consortium Knowledge Portal

The UK10K Project at European
Genome-Phenome Archive

lllumina Inc.

https://www.internationalgenome.org/data
dbGaP Study Accession: phs000424.v8.p2
https://doi.org/10.7303/syn4921369

EGA Dataset ID: EGAD00001000789

https://support.illumina.com/downloads/

humanim-duo_v3-0_product_files.html

RESOURCE AVAILABILITY

Lead contact
Further information and requests for resources and reagents should be directed to and will be fulfilled by the lead contact, Mark
Gerstein (mark@gersteinlab.org).

Materials availability
This study did not generate new materials.

Data and code availability
® This paper analyzes existing, publicly available data. These accession numbers for the datasets are listed in the key re-
sources table.
e Alloriginal code has been deposited at https://github.com/gersteinlab/idash19he and is publicly available as of the date of pub-
lication. DOls are listed in the key resources table.
® Any additional information required to reanalyze the data reported in this paper is available from the lead contact upon request.

METHOD DETAILS

Homomorphic encryption

HE makes it possible to compute the encrypted data directly without decryption. There are a variety of mathematical models for HE,
each of which supports a different kind and number of operations. Some of these models support one operation such as the Paillier
encryption scheme (Paillier, 1999) of PHE. By contrast, the FHE scheme supports more than one operation to theoretically allow all
possible computations of recursive functions.

The security of the most common FHE schemes is provided by the hardness of the Ring Learning With Errors (RLWE) problem
(Lyubashevsky et al., 2012). The hardness of the RLWE problem is due to adding a small amount of error to a point in a lattice, which
makes it difficult to determine to which point the error was added. This creates noise; hence, the ciphertexts in HE schemes are noisy,
which grows during homomorphic additions and multiplications. This growth eventually makes it impossible to decrypt the resulting
ciphertext in FHE. To overcome this, Gentry proposed a bootstrapping technique that can evaluate its own decryption function
(Gentry, 2010). Bootstrapping re-creates a ciphertext by running the decryption function on it homomorphically with an encrypted
secret key, which reduces the noise.

Although bootstrapping is extremely helpful in deep arithmetic circuits, if the number of operations needed in an algorithm is known
and small, bootstrapping may not be needed. Some of the leveled FHE constructions do not use bootstrapping procedures. A leveled
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FHE scheme can evaluate L-level arithmetic circuits with O(4 +L3) per-gate computation. Security is also based on RLWE and the
parameters for the desired security level are derived by taking L into account (Fan and Vercauteren, 2012).

Data in these encryption schemes are represented by polynomials both when they are encrypted (the ciphertext) and when they are
unencrypted (plaintext). A special polynomial called the polynomial modulus is defined, and only the remainder of polynomials is
considered when they have been divided by this polynomial modulus.

Brakerski Fan Vercauteren (BFV) encryption system

The BFV encryption system (Fan and Vercauteren, 2012) is a lattice-based cryptographic scheme that depends on the hardness of
the RLWE problem. With BFV, one can perform both addition/subtraction and multiplication within the encrypted domain. Divisions
and exponentiation of a number by an encrypted one and non-polynomial operations are not supported. The computations can only
be performed on integers. Equation 4 depicts the concept of homomorphism, where ¢ and ¢, are ciphertexts, E and D are encryption
and decryption functions, respectively, and ® and % are homomorphically equivalent operators, i.e., ® over ciphertexts is equivalent
to the encryption of % over plaintexts.

Cc1 ®Co =E(D(C1 )*D(Cz)) (Equation 4)

Bootstrapping is supported by BFV, but due to its inefficiency, it is not commonly implemented by FHE libraries such as Microsoft
SEAL, making it in practice an SHE scheme. This limitation leads to the need for knowing the depth of the arithmetic circuit for prop-
erly selecting the encryption parameters.

The specific form of this polynomial modulus in the BFV scheme is x? + 1. where d = 2" for some n.

In this study, we used BFV as our FHE scheme. There are other schemes that can be used, such as The Fast Fully Homomorphic
Encryption over the Torus (TFHE) (Chillotti et al., 2020), the Brakerski-Gentry-Vaikuntanathan (BGV) (Brakerski et al., 2012), and
Cheon-Kim-Kim-Song (CKKS) (Cheon et al., 2016). TFHE is a faster library when processing 1 bit of information, since it operates
on gates. However, when processing can be parallelized, BFV has an advantage because it supports batching (i.e., many plaintexts
fit into one ciphertext). When considering batching, BFV can process thousands of plaintexts per operation. TFHE does not support
batching. BGV also supports batching,

In BFV, the plaintext modulus is large (e.g., 2'® + 1), which enables higher precision without affecting performance. CKKS imple-
ments fixed-point arithmetic, therefore, it is not ideal for the bit-level arithmetic required by our algorithm.

Security

The security of our implementation depends only on the security of the BFV encryption scheme, which is based on the RLWE problem
(Lyubashevsky et al., 2012). We selected encryption parameters that provide enough noise budget for the computation and confer
128 bits of security, which is considered secure by the Homomorphic Encryption Security Standard (Albrecht et al., 2018). The plain-
text modulus is set to 65,537 in order to enable batching. The degree of the polynomial modulus n and the coefficient modulus size
log, (q) varies according to the number of select tag SNPs N. For N< = 4, we use n =2'* and log, (q) = 438 bits, while for N> 4, we use
n=2" and log,(q) =881 bits.

p-Impute details
Encryption
For each target SNP, we select from each query individual only the tag SNPs relevant for that target SNP (i.e., the N closest ones). Let
T be the number of target SNPs. Then, the total number of tag SNPs per individual to be encrypted is given by N+ T, which is much less
than the number of tag SNPs available. Furthermore, each tag SNP contains a value in the set {0, 1, 2}, which we break into its bit
representation {00, 01, 10} to allow encrypted comparison during querying. Thus, we have 2NT plaintexts per query individual.
Our solution requires addition, multiplication, and comparison on encrypted data. We used the BFV encryption scheme (Fan and
Vercauteren, 2012). The BFV encryption scheme supports homomorphic addition, subtraction, and multiplication, while comparison
can be implemented using homomorphic logic gates, which, in turn, can be implemented using addition, subtraction, and multipli-
cation. The implementation of BFV available in SEAL does not support bootstrapping. However, it is not required since we know a
priori the number of homomorphic operations executed by our solution. The BFV scheme also supports batching, which allows us to
combine many plaintexts into one ciphertext and operate on all plaintexts at the same time, in a single-instruction multiple-data
fashion. The number of slots available in a ciphertext is given by the degree of its polynomial modulus, a number in the thousands.
We maximize the usage of those slots by packing multiple query individuals into a ciphertext. We pack only independent information
in the same ciphertext, i.e., each ciphertext contains only one bit of information related to each target SNP per individual. For
example, if we have 500 target SNPs and 2 slots, we can put 32 individuals into the same ciphertext. Because each target SNP
requires N tag SNPs and the tag SNPs are broken into two bits each, we need 2N ciphertexts to represent those 32 individuals.
The number of individuals within a ciphertext is given by S’OT“
Query
Since the result of our statistical inference is a set of look-up tables, our querying consist of indexing these tables. Searching on a
table where the query is encrypted is known as the Private Information Retrieval problem (Chor et al., 1998). In the encrypted domain,
the complexity of the search (vanilla implementation) is linear to the number of elements in the table (O(n)), while exponential in the
number of tag SNPs (3" is the number of elements in the look-up table, N is the number of tag SNPs selected for each target SNP).
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Despite having one lookup table per target SNP, we can search on all of them in parallel due to batching. Batching is a technique that
supports encrypting and homomorphically processing a vector of plaintext bits as a single ciphertext (Cheon et al., 2013), as
described above in the encryption section. Furthermore, all target SNPs of several query individuals are searched in parallel, since
they are packed in the same ciphertext in accordance with the encryption methodology.

The first step is to prepare the look-up table for querying. We scale the probabilities by a multiplying factor, convert them to inte-
gers, and then pack them together for batching. We represent both probabilities (of genotypes 0 and 1) in a single plaintext. We do
that by using shift left and add (e.g., P10 = (P(1) < s) + P(0), where s is the shifting constant). Thus, we get all probabilities in a single
search, improving performance and reducing memory usage. In our implementation, we use s = 7.

In order to perform comparisons in the encrypted domain, we must convert the data to a binary representation, so we can emulate
gate operations on top of homomorphic addition, subtraction, and multiplication. This is the reason that we break the genotypes of
the tag SNPs into their binary constituents (i.e., 0 becomes 00, 1 becomes 01, and 2 becomes 10). We can implement equality using
the 2N XNOR gates (xXNORy = 1 +2xy — (x +y)) between the query individual and the table index, and then apply 2N— 1 AND gates
(XANDy = xy) to get a binary output. The result of the equality is multiplied by the combined probabilities. If the equality results in the
encryption of 1, the result of the multiplication is the probabilities. Otherwise, it is the encryption of zero. Each comparison of the
query to a table index will either result in the probabilities for that index or zero. Since it is a look-up table of all possible selected
tag SNPs, there is always one and only one match. Therefore, the addition of all partial results is the value of the indexed query.
In addition, since AND gate and multiplication are the same operation, we embedded the multiplication between the result of the
equality and the value of the table index inside the equality to reduce the depth of the circuit, as deeper circuits produce more noise.
In addition, we add thread-level parallelism to the query, where we simply divide the workload (searches) among different threads.
Decryption
To obtain the probabilities and resulting target SNP genotypes, we decrypt the ciphertexts, unpack the data, decouple the proba-
bilities (shift right and mask), convert them back to floating-point, and scale back using the multiplying factor we used for encryption.
Then, we calculate the probability for genotype 2 (P(2) = 1 — P(1) — P(0)). The target SNP genotype is the genotype with the highest
probability.

Performance evaluation metrics

Micro-AUC

Micro-AUC is used for multi-class prediction tasks. Because we have three classes of genotypes (i.e., 0, 1, and 2), micro-AUC com-
putes the AUC for each class and then aggregates all three AUCs for computing the overall AUC of the prediction. This was also used
at the iDASH19 competition (Kim et al., 2021) as the metric for performance evaluation. We used a similar approach when we calcu-
lated the precision-recall curves.

Genotype accuracy

After assigning the highest probability genotype to a SNP, the genotype accuracy is calculated as the ratio between the total number
of correctly predicted genotypes and the total number of target SNPs.

Variant accuracy

Variant accuracy calculates the ratio between the total number of individuals for which the genotype is correctly predicted per variant
and the total number of individuals per variant.

Dataset

Following ref. (Kim et al., 2021), we have obtained our tag SNPs using the SNPs assayed in lllumina Duo 1M version 3 SNP-chip
(https://support.illumina.com/downloads/humanim-duo_v3-0_product_files.html). This allowed us to test our model in a realistic
setting. With this assay, we have obtained ~15k tag SNPs and imputed ~ 62k target SNPs on Chr 22. We used fully characterized
genomes from 2,000 individuals provided by the 1000 Genomes Project (The 1000 Genomes Project Consortium, 2015) as our com-
plete dataset to infer statistical relationships between SNP genotypes. We then evaluated our predictions using 500 individuals from
the 1000 Genomes Project (The 1000 Genomes Project Consortium, 2015), 836 individuals from the GTEx project (The GTEx Con-
sortium, 2013), 176 individuals from the PsychENCODE project (The PsychENCODE Consortium, 2018), and 1,927 individuals from
the ALSPAC project (The UK10K Consortium, 2015).
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