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Estimating a mean, privately
Also mostly optimally 



• Measure error with respect to norm                               covariance induces


• Sample mean is efficient: for

Problem in this talk: estimating a mean
• Sample              with mean                           and covariance
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• Obvious comment: adaptive to covariance, whatever it is
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Challenge: no similarly efficient and adaptive estimator under privacy
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Differential Privacy
Dwork, McSherry, Nissim, Smith 06 (Dwork et al. 06b)

• Setting: sample x of size n, and randomized mechanism M for releasing data

…. ….
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Mechanism M is          -differentially private if for all sets A
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Basic mechanisms

• Laplace mechanism (Dwork et al. 06):

• Have a function                        we wish to estimate with global sensitivity
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Basic mechanisms: Gaussian

• Gaussian mechanism (Dwork et al. 06b) is          -differentially private:

• Have a function                              we wish to estimate with global sensitivity

Utility
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Note: scaling with dimension is minimax optimal [Steinke/Ullman 15]



Basic mechanisms: 1-dimensional mean
• Suppose data bounded in [-1, 1]
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• For either Laplace or Gaussian mechanism, when X has p moments

B

<latexit sha1_base64="ZW0eNwrt0au3isa/uMVLjNW+fJs="></latexit>

E[(M(x)� xn)
2]  O(1)


B

2

n2"2
+

1

B2p�2

�



Basic mechanisms: 1-dimensional mean
• If data is unbounded, truncate, then apply mechanism
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Basic mechanisms: d-dimensional mean

• Suppose data bounded in an     -ball of radius O(     ) with identity covariance


• Global sensitivity                    
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Goal: estimating adaptively to covariance

• Target: a private mechanism      that with high probability achieves
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Estimating a mean with known covariance
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• Remove data outside covariance ball


• Estimate truncated mean with sensitivity
<latexit sha1_base64="UuSkUyTilDPelmUm7W/FliISHW8="></latexit>

kbµtr(x)� bµtr(x
0)k2⌃ . d

n2

<latexit sha1_base64="/8yVDI7PTU1vP9aeA8U57KL2Lyc="></latexit>

{x | kx� µk⌃ =
p
d}



Estimating a mean with known covariance

xx

x

x x x
x

x
x

x

x

x

xx

• Remove data outside covariance ball


• Estimate truncated mean with sensitivity
<latexit sha1_base64="UuSkUyTilDPelmUm7W/FliISHW8="></latexit>

kbµtr(x)� bµtr(x
0)k2⌃ . d

n2

<latexit sha1_base64="/8yVDI7PTU1vP9aeA8U57KL2Lyc="></latexit>

{x | kx� µk⌃ =
p
d}



Estimating a mean with known covariance

xx

x

x x x
x

x
x

x

x

x

xx

• Remove data outside covariance ball


• Estimate truncated mean with sensitivity
<latexit sha1_base64="UuSkUyTilDPelmUm7W/FliISHW8="></latexit>

kbµtr(x)� bµtr(x
0)k2⌃ . d

n2

<latexit sha1_base64="/8yVDI7PTU1vP9aeA8U57KL2Lyc="></latexit>

{x | kx� µk⌃ =
p
d}

<latexit sha1_base64="Y4Ol8WmR9WUXwlmT5LA7chHxMZU="></latexit>

M(x) := bµtr(x) +N
✓
0,

d log 1
�

n2
⌃

◆• Add normal noise:



Estimating a mean with known covariance

xx

x

x x x
x

x
x

x

x

x

xx

• Remove data outside covariance ball


• Estimate truncated mean with sensitivity
<latexit sha1_base64="UuSkUyTilDPelmUm7W/FliISHW8="></latexit>

kbµtr(x)� bµtr(x
0)k2⌃ . d

n2

<latexit sha1_base64="/8yVDI7PTU1vP9aeA8U57KL2Lyc="></latexit>

{x | kx� µk⌃ =
p
d} Utility

<latexit sha1_base64="5gQcmX5M3/rb8HlqGmsVTqJKqYc="></latexit>

E
h
kM(X)� µk2⌃

i
=

d

n
+O(1)

d
2 log 1

�

n2"2

<latexit sha1_base64="Y4Ol8WmR9WUXwlmT5LA7chHxMZU="></latexit>

M(x) := bµtr(x) +N
✓
0,

d log 1
�

n2
⌃

◆• Add normal noise:



CoinPress: adapting to scale
Biswas, Dong, Kamath, Ullman [2020]

• Repeatedly estimate mean in 
truncated region, shrink 
region (privately), repeat


• Delightfully practical


• Fails to adapt to covariance
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Safe datasets (and test/release framework)
• “Good” datasets have most data near the mean
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Safe datasets (and test/release framework)
Theorem [Brown et al. 21]

This test/project/release framework, where one

adds Gaussian noise to a projected sample mean,

achieves

Accuracy: If the data are Gaussian and

       is full rank,

Privacy: it is always        -differentially private
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• Exponential time algorithm

• (Essentially) requires Gaussianity



Two phase approach: covariance then mean

• Step 1: estimate covariance stably


• Step 2: add Gaussian noise with (estimated) covariance to a trimmed mean



Stable covariance estimation
• Iteratively shrink covariance until it is stable:

Until no changes occur, do:
for any indices i satisfying
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Stable mean estimation
• Given putative covariance A, consider groups of indices, removing those with 

large A-diameter, then add noise to the result
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Stable mean estimation
• Given putative covariance A, consider groups of indices, removing those with 

large A-diameter, then add noise to the result

If number removed is small
<latexit sha1_base64="YNFBvg6YgdXpzNH1y4eM3f3OYCI="></latexit>

eµ(x,A) =
1

n� card(Srm)

X

i2[n]\Srm

xi +N (0, A)

<latexit sha1_base64="WB2JblVRELuw+fGF4vsQYUp7sJo="></latexit>

S = (S1, . . . , Sk)

Random partition of indices <latexit sha1_base64="24d9XZsfWk6njjYVkVqgI+Gkx7g="></latexit>

S1
<latexit sha1_base64="GatDszenuC0rT9/CHhfYiMx/EMA="></latexit>

S2
<latexit sha1_base64="5jOIj6SoecrTKE2+c0Ti13xNATY="></latexit>

S3

<latexit sha1_base64="NlFOBRO01a2BOCE6XNsiludh1GE="></latexit>

eµ(x,A)

For each subset S, if

remove S:
<latexit sha1_base64="+pDwJPkkxInBYzDqoIQtj28Lv5Y="></latexit>

Srm  Srm [ S

<latexit sha1_base64="UALlTUGd46Qp07zn1uvDFIZM8bE="></latexit>

max
i,j2S

kxi � xjkA > c exp(ZS)



Ingredients for analysis
<latexit sha1_base64="dLJ66o1QCp1Whjyvm9RlScbpMTU="></latexit>

X
d
=",� Y

<latexit sha1_base64="FTMe8olLfwwwKlRLei/pOW/N/P8="></latexit>

P(X 2 A)  e"P(Y 2 A) + �
<latexit sha1_base64="90RfzwtHZHfZjSUNN33ZRcLCmyA="></latexit>

P(Y 2 A)  e"P(X 2 A) + �
Define distributional closeness: if

Let    ,      be adjacent samples<latexit sha1_base64="VgRUCSDVLrk5VFtT58yhzEcKvCc="></latexit>x
<latexit sha1_base64="Ff8eG1lgntnc4hCnJ268fT+sqow="></latexit>

x0

Compute      on input    . Then
<latexit sha1_base64="qj/HhlVtUnjKHIBKetla8p3l1N8="></latexit>

R0 <latexit sha1_base64="Ff8eG1lgntnc4hCnJ268fT+sqow="></latexit>

x0
<latexit sha1_base64="tmxoxVqRmHZxVm7ueQU+hspK98Y="></latexit>

R
d
=",� R0

For any A,
<latexit sha1_base64="ld+EASrihBzd/v4AmwTJTUYU+sI="></latexit>

eµ(x,A)
d
=",� eµ(x0, A)

<latexit sha1_base64="u5D28QiMQHMtqv/97jAnaqc04dE="></latexit>

eµ(x,A) d
=",� eµ(x,B)

<latexit sha1_base64="CQb8bWXHkLKUEhRVZF/BEeGMWcI="></latexit>

kA�Bkop  C

n
If thenLet R be removed inds,    covariance.

<latexit sha1_base64="XVH0g4eGNx3aFsT255wBdtB6qFI="></latexit>

kb⌃�i � b⌃k  C

n

<latexit sha1_base64="dGCXCwRBwVVc1rchV8RLI6K78P8="></latexit>

b⌃

w.h.p.

<latexit sha1_base64="37oAeNMxqfOv+HJer6CeJxUu/+Q="></latexit>

b⌃�i = b⌃� 1{i 62 R}exiexT
i /nThen for

Lemma Lemma

Lemma Lemma
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Privacy guarantees
Theorem (D., Haque, Kuditipudi)

Let                be the output of the stable mean procedure with

input covariance       estimated by the stable covariance procedure.

Assume

<latexit sha1_base64="6k5WMs3CpeW3uW/W1aobd3YsodA="></latexit>

eµ(x, b⌃)
<latexit sha1_base64="UpMmrPrTHRrOBuUSBZJuEW9g838="></latexit>

b⌃

<latexit sha1_base64="6k5WMs3CpeW3uW/W1aobd3YsodA="></latexit>

eµ(x, b⌃) is          -differentially private
<latexit sha1_base64="gG36JXX74deslWJ2+cPyBty4OBI="></latexit>

(", �)

Then

<latexit sha1_base64="2APwozjWdRBqTyF08D3ZpqJ7LPE="></latexit>

n � d

"2
log2

1

�
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For any A,
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Accuracy Guarantees
Theorem (D., Haque, Kuditipudi)

Let                be the output of the stable mean procedure with

input covariance       estimated by the stable covariance procedure.

Assume

<latexit sha1_base64="6k5WMs3CpeW3uW/W1aobd3YsodA="></latexit>

eµ(x, b⌃)
<latexit sha1_base64="UpMmrPrTHRrOBuUSBZJuEW9g838="></latexit>

b⌃

with high probability. Then

<latexit sha1_base64="f6y0Gp4ZZBgfu4m3EJ+gVp0m19c="></latexit>

max
in

kXi � µk2⌃  M2

<latexit sha1_base64="i0/LjPtHzGRRHa8qiGlGGz5NkKc="></latexit>

��eµ(x, b⌃)� µ
��2
⌃
. d

n
+

M2d log2 1
�

n2"2

Corollary. If the data are subgaussian, then w.h.p.
<latexit sha1_base64="4WcQhjqNsem4GeHJ3/uC0OMulAw="></latexit>

��eµ(x, b⌃)� µ
��2
⌃
. d

n
+

d(d+ log n) log2 1
�

n2"2



Conclusions, extensions, next steps

• We have a polynomial time private mean estimator adaptive to the covariance 
with (up to logarithmic factors) minimax optimal covariance


• Algorithm is, unfortunately, still not completely practical


• Can adapt to data with fewer moments, though a bit subtle


• Connections between robustness and differential privacy may offer 
substantial opportunities for practical (and theoretical) advances


