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Abstract

We study the query complexity of Bayesian Private Learning: a learner wishes to
locate a random target within an interval by submitting queries, in the presence
of an adversary who observes all of her queries but not the responses. How many
queries are necessary and sufficient in order for the learner to accurately estimate
the target, while simultaneously concealing the target from the adversary?

Our main result is a query complexity lower bound that is tight up to the first
order. We show that if the learner wants to estimate the target within an error of e,
while ensuring that no adversary estimator can achieve a constant additive error
with probability greater than 1/L, then the query complexity is on the order of
Llog(1/e€) as € — 0. Our result demonstrates that increased privacy, as captured
by L, comes at the expense of a multiplicative increase in query complexity. The
proof builds on Fano’s inequality and properties of certain proportional-sampling
estimators.

1 Introduction

How to learn, while ensuring that a spying adversary does not learn? Enabled by rapid advancements
in the Internet, surveillance technologies and machine learning, companies and governments alike
have become increasingly capable of monitoring the behavior of individuals or competitors, and
use such data for inference and prediction. Motivated by these developments, the present paper
investigates the extent to which it is possible for a learner to protect her knowledge from an adversary
who observes, completely or partially, her actions.

We will approach these questions by studying the query complexity of Bayesian Private Learning,
a framework proposed by [15] and [[L1] to investigate the privacy-efficiency trade-off in sequential
learning. Our main result is a tight lower bound on query complexity, showing that there will be a
price to pay for the learner in exchange for improved privacy, whose magnitude scales multiplicatively
with respect to the level of privacy desired. In addition, we provide a family of inference algorithms
for the adversary, based on proportional sampling, which is provably effective in estimating the target
against any learner who does not employ a large number of queries.

1.1 The Model: Bayesian Private Learning

We begin by describing the Bayesian Private Learning model formulated by [15] and [11]. A
learner is trying to accurately identify the location of a random farget, X™*, up to some constant
additive error, €, where X* is uniformly distributed in the unit interval, [0, 1). The learner gathers
information about X* by submitting n queries, (Q1,...,Qn) € [0,1)", for some n € N. For
each query, @);, she receives a binary response, indicating the target’s location relative to the query:
R, =1(X*<Q;), i=1,2,...,n, whereI(-) denotes the identity function.

The learner submits the queries in a sequential manner, and subsequent queries may depend on
previous responses. Once all n queries are submitted, the learner will produce an estimator for the
target. The learner’s behavior is formally captured by a learner strategy, defined as follows.
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Definition 1.1 (Learner Strategy). Fix n € N. Let Y be a uniform random variable over [0, 1),
independent from other parts of the system; Y will be referred to as the random seed. A learner
strategy, ¢ = (47, ¢'), consists of two components:

1. Querying mechanism: ¢9 = (¢f,...,¢%), is a sequence of deterministic functions, where
@1 :[0,1)=1 x [0,1) — [0, 1) takes as input past responses and the random seed, Y, and generates
the next query, i.e.,

Qi =od(R1Y), i=1,...,n, (1.1

where R denotes the responses from the first i queries: R = (R1, ..., R;), and R 2 (.

2. Estimator: ¢! : [0,1)" x [0,1) — [0, 1) is a deterministic function that maps all responses, R",
and Y to a point in the unit interval that serves as a “guess’ for X*: X = ¢!(R™,Y).. The estimator
X will be referred to as the learner estimator.

We will use ®,, to denote the family of learner strategies that submit n queries.

The first objective of the learner is to accurately estimate the target, as is formalized in the following
definition.

Definition 1.2 (e-Accuracy). Fix ¢ € (0,1). A learner strategy, ¢, is e-accurate, if its estimator
approximates the target within an absolutely error of €/2 almost surely, i.e.,

]P’(‘)?—X*

< e/2> —1, (1.2)
where the probability is with respect to the randomness in the target, X *, and the random seed, Y .

We now introduce the notion of privacy: in addition to estimating X *, the learner would like to
simultaneously conceal X* from an eavesdropping adversary. Specifically, there is an adversary
who knows the learner’s query strategy, and observes all of the queries but not the responses. The
adversary then uses the query locations to generate her own adversary estimator for X*, denoted by

X @ which depends on the queries, (Q1, ..., Q,), and any internal, idiosyncratic randomness.
With the adversary’s presence in mind, we define the notion of a private learner strategy.

Definition 1.3 ((J, L)-Privacy). Fix ¢ € (0,1) and L € N. A learner strategy, ¢, is (6, L)-private if,
for any an adversary estimator, X,

P(|X* - X*| <6/2) <1/L, (1.3)

where the probability is measured with respect to the randomness in the target, X*, and any
randomness employed by the learner strategy and the adversary estimator.

In particular, if a learner employs a (J, L)-private strategy, then no adversary estimator can be close
to the target within an absolute error of §/2 with a probability great than 1/L. Therefore, for any
fixed d, the parameter L can be interpreted as the level of desired privacy.

We are now ready to define the main quantity of interest in this paper: query complexity.

Definition 1.4. Fix ¢ and ¢ in [0, 1], and L € N. The query complexity, N (e, d, L), is the least
number of queries needed for an e-accurate learner strategy to be (6, L)-private:

N(e, 0, L) 2 min{n : ®,, contains a strategy that is both e-accurate and (9, L)-private}.

"Note that the query @Q; does not explicitly depend on previous queries, {Q1, ..., Q:—1}, but only their
responses. This is without the loss of generality, since for a given value of Y it is easy to see that {Q1, ..., Qi—1}
can be reconstructed once we know their responses and the functions ¢4, ..., ¢%.

>This definition of privacy is reminiscent of the error metric used in Probably Approximately Correct (PAC)
learning ([[12]), if we view the adversary as trying to learn a (trivial) constant function to within an L; error of
/2 with a probability great than 1/L.



2 Main Result

The main objective of the paper is to understand how N (e, d, L) varies as a function of the input
parameters, €, § and L. Our result will focus on the regime of parameters wher

0<e<d/4and § <1/L. 2.1

The following theorem is our main result. The upper bound has appeared in [15] and [L1] and is
included for completeness; the lower bound is the contribution of the present paper.

Theorem 2.1 (Query Complexity of Bayesian Private Learning). Fix € and § in (0,1) and L € N,
such that € < 6 /4 and § < 1/L. The following is true.

1. Upper bound:
N(e,d,L) < Llog(1/€e) — L(log L — 1). 2.2)

2. Lower bound:

N(e, 6,L) > Llog(1/e) — Llog(2/6) — 3L1oglog(d/e). (2.3)

Both the upper and lower bounds in Theorem [2.T] are constructive, in the sense that there is a concrete
learner strategy that achieves the upper bound, and an adversary estimator that forces any learner
strategy to employ at least as many queries as that prescribed by the lower bound.

If we apply Theorem 2.1]in the regime where § and L stay fixed, while the learner’s error tolerance,
€, tends to zero, we obtain the following corollary in which the upper and lower bounds on query
complexity coincide.

Corollary 2.2. FixJ € (0,1) and L € N, such that § < 1/ L[]
N(e,6,L) ~ Llog(1/e), ase— 0. 2.4

Note that the special case of L = 1 corresponds to when the learner is not privacy-constrained and
aims to solely minimize the number of queries. Theorem [2.Tand Corollary 2.2] thus demonstrate that
there is a hefty price to pay in exchange for privacy, as the query complexity depends multiplicatively
on the level of privacy, L.

3 Motivation and Related Literature

Bayesian Private Learning is a more general model that contains, as a special case (L = 1), the
classical problem of sequential learning with binary feedback, with applications in statistics ([9]),
information theory ([6]) and optimization ([[13]]). The Bayesian Private Learning model thus inherits
these applications, with the additional feature that, instead of being solely interested in minimizing
the number of queries, the decision maker would also like to ensure the privacy of the target.

Bayesian Private Learning is a variant of the so-called Private Sequential Learning problem. Both
models were formulated in [15] and [11]], and the main distinction between the two is that the target
is drawn randomly in Bayesian Private Learning, while it is chosen in a worst-case fashion (against
the adversary) in the original Private Sequential Learning model. [[15] and [[11] establish matching
upper and lower bounds on query complexity for Private Sequential Learning. They also propose the

*Having ¢ < ié corresponds to a setting where the learner would like to identify the target with high

accuracy, while the adversary is aiming for a coarser estimate; the specific constant i is likely an artifact of our
analysis and could potentially be improved to being closer to 1. Note that the regime where € > § is arguably
much less interesting, because it is not natural to expect the adversary, who is not engaged in the querying
process, to have a higher accuracy requirement than the learner. The requirement that & < 1/L stems from the
following argument. If & > 1/L, then the adversary can simply draw a point uniformly at random in [0, 1) and
be guaranteed that the target will be within §/2 with a probability greater than 1/L. Thus, the privacy constraint
is automatically violated, and no private learner strategy exists. To obtain a nontrivial problem, we therefore
need only to consider the case where § < 1/L.

*We will use the asymptotic notation f(z) ~ g(x) to mean that f is on the order of g: f(x)/g(x) — 1asx
approaches a certain limit.



Replicated Bisection algorithm as a learner strategy for the Bayesian variant, but without a matching
query complexity lower bound. The present paper closes this gap.

At ahigher level, our work is related to a growing body of literature on privacy-preserving mechanisms,
in computer science (cf. [4, 8, 15]]), operations research (cf. [3[10]), and statistical learning theory
(cf. [1L[7L114])), but diverges significantly in models and applications. On the methodological front, our
proof uses Fano’s inequality, a fundamental tool for deriving lower bounds in statistics, information
theory, and active learning ([2]).

4 The Upper Bound

The next two sections are devoted to the proof of Theorem [2.1] We first prove the query complexity
upper bound, and begin by giving an overview of the main ideas. Consider the special case of L = 1,
where learner is solely interested in finding the target, X *, and not at all concerned with concealing
it from the adversary. Here, the problem reduces to the classical setting, where it is well-known
that the bisection strategy achieves the optimal query complexity (cf. [[13]). The bisection strategy
recursively queries the mid-point of the interval which the learner knows to contain X *. For instance,
the learner would set Q1 = 1/2, and if the response Ry = 0, then she will know that X* lies in the
interval [0, 1/2], and set Q2 to 1/4; otherwise, Q2 will be set to 3/4. This process repeats for n steps.
Because the size of the smallest interval known to contain X * is halved with each additional query,
this yields the query complexity

N(e,8,1) =log(1/e), €€ (0,1). 4.1)

Unfortunately, once the level of privacy L increases above 1, the bisection strategy is almost never

private: it is easy to verify that if the adversary sets X to be the learner’s last query, (),,, then the
target is sure to be within a distance of at most €. That is, the bisection strategy is not (, L)-private
for any L > 1, whenever ¢ < 0/2. This is hardly surprising: in the quest for efficiency, the bisection
strategy submits queries that become progressively closer to the target, thus rending its location
obvious to the adversary.

Building on the bisection strategy, we arrive at a natural compromise: instead of a single bisection
search over the entire unit interval, we could create L identical copies of a bisection search across L
disjoint sub-intervals of [0, 1) that are chosen ahead of time, in a manner that makes it impossible to
distinguish which search is truly looking for the target. This is the main idea behind the Replicated
Bisection strategy, first proposed and analyzed in [11]]. We examine this strategy in Sectiond] which
will yield the query-complexity upper bound, on the order of L log(1/e).

We now prove the upper bound, which has appeared in [[15] and [[11]], where the authors also proposed,
without a formal proof, the Replicated Bisection learner strategy that achieves (4, L)-privacy with
Llog(1/e) — L(log(L) — 1) queries. For completeness, we first review the Replicated Bisection
strategy and subsequently give a formal proof of its privacy and accuracy. The main idea behind
Replicated Bisection is to create L identical copies of a bisection search in a strictly symmetrical
manner so that the adversary wouldn’t be able to know which one of the L searches is associated
with the target. The strategy takes as initial inputs € and L, and proceeds in two phases:

Phase 1 - Non-adaptive Partitioning. The learner submits L — 1 (non-adaptive) queries: ()1 =
%, Q2 = %, e, Qi =1-— % Adjacent queries are separated by a distant of 1/L, and together
they partition the unit interval into L disjoint sub-intervals of length 1/L each. We will refer to the
interval [(i — 1)/L,i/L) as the ith sub-interval. Because the queries in this phase are non-adaptive,
after the first L — 1 queries, while the learner knows which sub-interval contains the target, X *, the
adversary has gained no information about X*. We will denote by Z* the sub-interval that contains

Phase 2 - Replicated Bisection. The second phase further consists of a sequence of Krounds,
K =log (i) In each round, the learner submits one query in each of the L sub-intervals, and the
location of the said query relative to the left end of the sub-interval is the same across all sub-intervals.
Crucially, in the kth round, the query corresponds to the kth step in a bisection search carried out in
the sub-interval Z*, which contains the target. The rounds continue until the learner has identified the
location of X™* with sufficient accuracy within Z*. The queries outside of Z* serve only the purpose
of obfuscation by maintaining a strict symmetry. Figure[I]in Appendix [A]contains the pseudo-code
for Phase 2.



Denote by Q* the last query that the learner submits in the sub-interval Z* in Phase 2, and by R*
its response. It follows by construction that either R* = 0 and X* € [Q* — ¢,Q*), or R* = 1 and

X* € [Q*, Q* +¢). Therefore, the learner can produce the estimator by setting X to the mid point of
either [Q* — €, Q") or [Q*, Q* + €), depending on the value of R*, and this guarantees of an additive
error of at most €/2. We have thus shown that the Replicated Bisection strategy is e-accurate. The
following result shows that it is also private; the proof is given in Appendix [B.T}

Proposition 4.1. Fix e and ¢ in (0,1) and L € N, such that e < §/4 and § < 1/ L. The Replicated
Bisection strategy is (9, L)-private.

Finally, we verify the number of queries used by Replicated Bisection: the first phase employs L — 1
queries, and the second phase uses L queries per round, across log(ﬁ) rounds, leading to a total of
(L —1) 4 Llog(4) = Llog(1/e) — L(log L — 1) queries. This completes the proof of the query
complexity upper bound in Theorem 2.1}

5 The Lower Bound

Main Ideas. We prove the query complexity lower bound in Theorem in this section, which
turns out to be significantly more challenging than showing the upper bound. To show that the query
complexity is at least, say, n, we will have to demonstrate that none of the learner strategies using
n — 1 queries, ®,,_1, can be simultaneously private and accurate. Because the sufficient statistic
for the adversary to perform estimation is the posterior distribution of the target given the observed
queries, a frontal assault on the problem would require that we characterize the resulting target
posterior distribution for all strategies, a daunting task given the richness of ®,,_;, which grows
rapidly as n increases.

Our proof will indeed take an indirect approach. The key idea is that, instead of allowing the adversary
to use the entire posterior distribution of the target, we may restrict her to a seemingly much weaker

class of proportional-sampling estimators, where the estimator X is sampled from a distribution
proportional to the empirical density of the queries. A proportional-sampling estimator would, for
instance, completely ignore the order in which the queries are submitted, which may contain useful
information about the target. We will show that, perhaps surprisingly, the proportional-estimators are
so powerful that they leave the learner no option but to use a large number of samples. This forms the
core of the lower bound argument. The proof further consists of the following steps.

1. Discrete Private Learning (Definition[5.2). We formulate a discrete version of the original problem
where both the learner and adversary estimate the discrete index associated with a certain sub-interval
that contains the target, instead of the continuous target value. The discrete framework is conceptually
clearer, and will allow us to deploy information-theoretic tools with greater ease.

2. Localized Query Complexity (Lemma([5.4). Within the discrete version, we prove a localized query
complexity result: conditioning on the target being in a coarse sub-interval of [0, 1), any accurate
learner still needs to submit a large number of queries within the said sub-interval. The main argument
hinges on Fano’s inequality and a characterization of the conditional entropy of the queries and the
target.

3. Proportional-Sampling Estimator (Definition[5.5). We use the localized query complexity in the
previous step to prove a query complexity lower bound for the discrete version of Bayesian Private
Learning (Proposition [5.3)). This is accomplished by analyzing the performance of the family of
proportional-sampling estimators, where the adversary reports index of a sub-interval that is sampled
randomly with probabilities proportional to the number of learner queries each sub-interval contains.
We will show that the proportional-sampling estimator will succeed with overwhelming probability
whenever an accurate learner strategy submits too few queries, thus obtaining the desired lower
bound. In fact, we will prove a more general lower bound, where the learner can make mistakes with
a positive probability.

4. From Discrete to Continuous (Proposition[5.6). We complete the proof by connecting the discrete
version back to the original, continuous problem. Via a reduction argument, we show that the
original query complexity is always bounded from below by its discrete counterpart with some
modified learner error parameters, and the final lower bound will be obtained by optimizing over
these parameters. The main difficulty in this portion of the proof is due to the fact that an accurate



continuous learner estimator is insufficient for generating an accurate discrete estimator that is
correct almost surely. We will resolve this problem by carefully bounding the learner’s probability of
estimation error, and apply the discrete query lower bound developed in the previous step, in which
the learner is allowed to make mistakes.

Discrete Bayesian Private Learning We begin by formulating a discrete version of the original
problem, where the goal for both the learner and the adversary is to recover a discrete index associated
with the target, as opposed to generating a continuous estimator. We first create two nested partitions
of the unit interval consisting of equal-length sub-intervals, where one partition is coarser than the
other. The objective of the learner is to recover the index associated with the sub-interval containing
X* in the finer partition, whereas that of the adversary is to recover the target’s index corresponding
to the coarser partition (an easier task!). We consider this discrete formulation because it allows for a
simpler analysis using Fano’s inequality, setting the stage for the localized query complexity lower
bound in the next section.

Formally, fix s € (0,1) such that 1/s is an integer. Define M, (s) to be the sub-interval
M,(i) = [(i — 1)s,is), i=1,2,...,1/s. (5.1)

In particular, the set Mg := {M,(i) : i = 1,...,1/s} is a partition of [0, 1) into 1/s sub-intervals of
length s each. We will refer to M as the s-uniform partition. Define J(s,z) = j, s.t. x € M;(j).
That is, J(s,z) denotes the indices of the interval containing « in the s-uniform partition. A
visualization of the index J (-, -) is given in Figure in Appendix @

We now formulate an analogous, and slightly more general, definition of accuracy and privacy for the
discrete problem. We will use the super-script D to distinguish them from their counterparts in the
original, continuous formulation. Just like the learner strategy in Definition [I.T] a discrete learner
strategy, ¢, is allowed to submit queries at any point along [0, 1), and has access to the random
seed, Y. The only difference is that, instead of generating a continuous estimator, a discrete learner
strategy produces an estimator for the index of the sub-interval containing the target in an e-uniform
partition, J (e, X*).

Definition 5.1 ((¢, v)-accuracy - Discrete Version). Fix e and v € (0,1). A discrete learner strategy,
#P, is (e,v)-accurate if it produces an estimator, J, such that P (j# J (e, X*)) <.

Importantly, in contrast to its continuous counterpart in Definition [T.2] where the estimator must satisfy
the error criterion with probability one, the discrete learner strategy is allowed to make mistakes up
to a probability of v. The role of adversary is similarly defined in the discrete formulation: upon

observing all n queries, the adversary generates an estimator, J, for the index associated with the
sub-interval containing X* in the (coarser) d-uniform partition, J(J, X*). The notion of (4, L)-
privacy for a discrete learner strategy is defined in terms of the adversary’s (in)ability to estimate the
index J(d, X*).

Definition 5.2 ((9, L)-privacy - Discrete Version). Fix § € (0,1) and L € N. A discrete learner strat-
egy, &7, is (0, L)-private if under any adversary estimator Ja, we have that P (ja = J(0, X*)) <

1/ L. We will denote by ®F as the family of discrete learner strategies that employ at most n queries.
We are now ready to define the query complexity of the discrete formulation, as follows:
NP(e,v,6,L) = min{n : ®2 contains a strategy that is both (e, v)-accurate and (4, L)-private}.

A main result of this subsection is the following lower bound on NV D which we will convert into one
for the original problem in Section [3]
Proposition 5.3 (Query Complexity Lower Bound for Discrete Learner Strategies). Fix ¢, v and J in
(0,1) and L € N, such that e < § < 1/L. We have that

NP(e,v,6,L) > L[(1—v)log(6/e) — h(v)], (5.2)

where h(p) is the Shannon entropy of a Bernoulli random variable with mean p: h(p) = —plog(p) —
(1 —p)log(l —p) forp e (0,1), and h(0) = h(1) = 0.



Localized Query Complexity Lower Bound We prove Proposition[5.3|in the next two subsections.
The first step, accomplished in the present subsection, is to use Fano’s inequality to establish a query
complexity lower bound localized to a sub-interval: conditional on the target belonging to a sub-
interval in the §-partition, any discrete-learner strategy must devote a non-trivial number of queries in
that sub-interval if it wishes to be reasonably accurate[]

Fix n € N, and a learner strategy ¢ € ®2. Because the strategy will submit at most n queries,
without loss of generality, we may assume that if the learner wishes to terminate the process after the
first K queries, then she will simply set Q; to 0 forall i € {K + 1, K +2,...,n}, and the responses
for those queries will be trivially equal to 0 almost surely. Denote by Q7 the set of queries that lie
within the sub-interval Ms(j):

Q' 2 {Qi- .-, Qu} N M;(j), (5-3)

and by | Q7| its cardinality. Denote by R/ the set of responses for those queries in Q7. Define &;,, to
be the learner’s (conditional) probability of error:

&0 =P (7416 X)|I0X)=5Y =y), je{l.1/5hyel0). G4

We have the following lemma. The proof is based on Fano’s inequality, and is given in Appendix [B.2]

Lemma 5.4 (Localized Query Complexity). Fixe, vandé € (0,1), € < 6, and an (¢, v)-accurate
discrete learner strategy. We have that

E(|Q][ (0, X7) =5,Y =y) > (1= &) log(d/€) = h(&;,), (5.5)
forallje{1,...,1/6}, and y € [0,1), andzl/65f0 &iydy <v.

Proportional-Sampling Estimator We now use the local complexity result in Lemma [5.4] to
complete the proof of Proposition The lemma states that if the target were to lie in a given
sub-interval in the -uniform partition, then an accurate learner strategy would have to place at least
log(d/€) queries within the said sub-interval on average.

Definition 5.5. A proportional-sampling estimator, J¢, is generated according to the distribution:

A 12 .
]P(J j)m j=1,2,...,1/6. (5.6)

That is, an index is sampled with a probability proportional to the number of queries that fall within
the corresponding sub-interval in the §-uniform partition.

We next bound the probability of correct estimation when the adversary employs a proportional-
sampling estimator: forall j = 1,2,...,1/6, we have that

et ()

b 1
CE(1Q1[€5y) = (1= &) log(0/e) = h(gy)), (5D
where step (a) follows from the fact that ¢ € ®2, and hence Z L |Q7'| = n, and step (b) from

Lemma Recall that the learner strategy is (¢, v)-private, and the random seed Y has a probability
density of 1 in [0, 1) and zero everywhere else. Since Eq. (5.7) holds for all j and y, we can integrate
and obtain the adversary’s overall probability of correct estimation:

P (fa - J(6,X*))
1/6 1/6

_Z/ Eiy) J =J(6,X7) |5jy y>72/ — &) log(d/€e) — h(&;y)] d

P (fa = J(5, X*)

—~

(@1 1

1/6 1/8

:% 1_25/ &y dy | log(d/€) — Z(S/ h(&5) d

3Since all learner strategies considered in the next two subsections will be for the discrete problem, we will
refer to them simply as learner strategies when there is no ambiguity.
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where step (a) follows from Eq. (5.7), steps (b) and (d) from Lemma ie., 1/5 ) fo Eiydy <.
Step (c¢) is a result of Jensen’s inequality and the Bernoulli entropy function h( ) s being concave.

Recall that, in order for a learner strategy to be (J,L)-private, we must have that
P (j“ = J(&X*)) < % for any adversary estimator Je. Eq. (5.8) thus implies that n >

L[(1 —v)log(d/e) — h(v)] is a necessary condition. Because this holds for any accurate and private
learner policy, we have thus proven Proposition[5.3]

From Discrete to Continuous Strategies We now connect Proposition [5.3]to the original continu-
ous estimation problem. The next proposition is the main result of this subsection. The core of the
proof is a reduction that constructs a (3¢, 37 !)-accurate and (J, L)-private discrete learner strategy
from an e-accurate and (9, L)-private continuous learner strategy. The proof is given in Appendix

B3l

Proposition 5.6. Fix e and & in (0,1) and L € N, such thate < §/4and § < 1/L. Fix 3 € [2, §/€|f|
We have that
N(e,0,L) > NP(Be, 57,6, L). (5.9)

Completing the Proof of the Lower Bound We are now ready to establish the query complexity
lower bound in Theorem [2.1] Fix € and & in (0, 1) and L € N, such that e < §/4 and 6 < 1/L. Using
Propositions[5.3|and[5.6] we have that for any 8 € [2,6/e],

N(e.d.L) 2NP(3e.571.0.0) 2 L [(1 — ") log (fﬁ*) - h(ﬁ‘l)] : (5.10)

where the last step follows from Propositionby substituting v with 37! and € with e. Letting

A . .
~ = 71, the above inequality can be rearranged to become

M) 21— tog (D) ~ ) 2 (1= o (29) + 201 =) togtr)

>log(d/e) — vlog(d/e) + 3log~, (5.11)

where step (a) follows from the assumption that v = 3! < 1/2, and the fact that h(z) <
—2(1 — z)log(z) for all z € (0, 1/2]. Consider the choice: 8 = log(d/¢). To verify 3 still belongs
to the range [2, § /€], note that the assumption that e < §/4 ensures § > 2, and because = > log(z)
for all z > 0, we have that 3 < §/e. Substituting v with (log(6/€))~! in Eq. (5.11), we have that
W > log(d/e) — 1 — 3loglog(d/e) or, equivalently, N (e, , L) > Llog(1/e) — Llog(2/d) —
3L loglog(d/e). This completes the proof of the lower bound in Theorem

6 Concluding Remarks

The main contribution of the present paper is a tight query complexity lower bound for the Bayesian
Private Learning problem, which, together with an upper bound in [11]], shows that the learner’s
query complexity depends multiplicatively on the level of privacy, L: if an e-accurate learner wishes
to ensure that an adversary’s probability of making a J-accurate estimation is at most 1/L, then
she needs to employ on the order of Llog(d/¢) queries. Moreover, we show that the multiplicative
dependence on L holds even under the more general models of high-dimensional queries and partial
adversary monitoring. To prove the lower bound, we develop a set of information-theoretic arguments
which involve, as a main ingredient, the analysis of proportional-sampling adversary estimators that
exploit the action-information proximity inherent in the learning problem.

8To avoid the use of rounding in our notation, we will assume that § is an integer multiple of Se.
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A Figures

Replicated Bisection (Phase 2)

I* « the index of T*, K < log (£-), Do + 5
fork:=0to K —1do
begin
for/:=0to L — 1do
Qurr)Lt — (1= 1)1 + Dy
if Ripy1yp- = 0(Ge, X* > Qry1yr4i+) then
k
Diy1 < Dp+ 1 (3)
else .
Dgq1 < Dy = 1 (3)
end

(SIS

N|—

Figure 1: Pseudo-code for Phase 2 of the Replicated Bisection strategy. Dy, represents the distance
from a query submitted in the kth round to the left end-point of its corresponding sub-interval.

Figure 2: An example of the indices J(-, X*). Here, § = 0.2 and € = 0.1, and the target X* = 0.15.
The target thus belongs to the first sub-interval in a é-uniform partition, and the second sub-interval
in an e-uniform partition. We have that .J(§, X*) = 1 and J(e, X*) = 2.

B Proofs
B.1 Proof of Proposition [4.1]

Proof.Denote by Q, the query submitted in the /th sub-interval during the last round of Phase 2 of the
Replicated Bisection strategy. Note that since the positions of the queries relative to their respective
sub-interval are identical in each round, we must have that

~ ~ 1
\Ql—Qﬂz? VI, c{l,...,L} 1 #1. (B.1)
By the end of the second phase, the adversary knows that the target belongs to the sub-interval

[Q — €,Q; + €) for some I € {1,..., L}, but not more than that. Formally, it is not difficult to show
that, almost surely, the posterior density of X ™ is
1 . .
fX*(xI(QlaaQn)):mv V.TGUZL:]_[Ql—QQ-FG), (Bz)
and fx~(z|(Q1,...,Qn)) = 0 everywhere else. Recall that e < ¢ and § < 1/L by assumption, we
have that
5/2< —e+1/L, (B.3)

where the right-hand side corresponds to the distance between two adjacent intervals [Ql — €, Q +€).
In light of Eq. (B-T), this implies that for any interval G C [0, 1) with length 4,

ur (G N (Ule[Ql —6,Q+ e))) < 2¢, almost surely, (B.4)

where ;- () is the Lebesgue measure. Combining the above inequality with Eq. (B.Z), we conclude
that, for any adversary estimator X, generated based on (), we have

~ L—1 1
P (|X“ - X <6/2] (Ql,...,Qn)> <l-——=7, almostsurely. (B.5)

This shows that the Replicated Bisection strategy is (4, L)-private. O
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B.2 Proof of Lemmal5.4]

Proof.Denote by &; ,, the event:

gjvy = {J((SvX*) :j7Y:y}, (B.6)
Because the random seed, Y, is uniformly distributed over [0, 1), the fact that Zl/ ) fo Eiydy <v
follows directly from the learner strategy’s being (e, v)-accurate:

1/6 1/8

y>[P>(J7éJeX* Z/ i) J;AJeX €.y dy—Z(S/ &y dy. (B.)

We now show Eq. (5.5). Fix j € {1,...,1/6}, and y € [0,1). We begin by making the simple
observation that, conditional on &; ,, the subset of queries Q7 together with their responses R’ is

sufficient for generating the learner’s estimator, J, because under this conditioning, any query that
lies outside the sub-interval M;(j) provides no additional information about the location of X* than
what is already known. Furthermore, since the random seed Y is fixed to y, the ith query, @Q);, is a
deterministic function of gle first i — 1 responses. We conclude that the set of responses R alone is

sufficient for generating .J.
For an event, £, we will denote by H (A|B, &) the conditional entropy H (A | B) under the probability
law P(-|€):
N
H(AIB,E)=~ > P(A=a,B=0b|€)log(P(A=a|B=0)), (B.8)
acA,beB
where A and B3 are the alphabets for random variables A and B, respectively. Similarly, define
H(A|E)2 - P(A=a|&)log (P(A=alé)). (B.9)
acA
Let V € {0, 1}" be the vector representation of R/:
V; = the ithelement of R7, i=1,2,...,|Q7|, (B.10)
and V; = 1 forall i = |Q7|,|Q7| + 1,...,n. The conditional entropy of V' given &, , satisfies:

H(V[Ey) =Y H(V|&4y |9 =k)P(Q|=k|Ey,)
k=1
<N kP (197 = k&)
k=1
=E (||| &) , (B.11)

where the inequality follows from the fact that, conditional on there being k responses in R7, we
know that only the first k bits of V' can be random, and hence the entropy of V' cannot exceed k,
which is the entropy of a length-k vector where each entry is an independent Bernoulli random
variable with mean 1/2. We now invoke the following lemma by Robert Fano (cf. Section 2.1 of [2]).
Lemma B.1 (Fano’s Inequahty) Let A and B be two random variables, where A takes values in

a finite set, A. Let A be a discrete random variable taking values in A, such that A= f(B,C),
where f is a deterministic function, and C' a random variable independent from both A and B. Let

p=P(A# A). We have that
H (A|B) < h(p) +p(log|A| — 1), (B.12)

where H(A | B) is the conditional entropy of A given B.

We apply Fano’s inequality with the substitutions: A < J(¢, X*), B + V, and AT Eq. (B.12)
yields
H (J(e,X*) |V, Ejy) < hljy) + &y log(0/e), (B.13)
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where we have used the fact that, conditional on the event &; ,, the index J (e, X*) can take at most
d /e values. By the chain rule of conditional entropy, we have that

H (J(e, X*)| V. &) =H (J(e,X7),V | &) — H (V| &)
>H (J(e,X*)|Ey) — H (V] Ey)

Dog(6/e) — H (V] £,)

(b) .
>log(6/e) —E(|Q7]| &), (B.14)

where step (a) follows from the fact that conditional on &; ,,, J(e, X*) is uniformly distributed over
d /e possible values, and step (b) follows from Eq. (B.IT)). Combining Egs. and yields
E (‘QJ| | Ej,y) > 10g(5/€) - H (J(Ga X*) | vaj,y)
>log(6/€) — (h(&j.y) + &5y log(6/€))
=(1—-¢;,)log(0/€) — h(&;,). (B.15)
This proves Lemma[5.4] .

B.3 Proof of Proposition 5.6

Proof.Fix n € N and a continuous learner strategy, ¢ € ®,,, such that ¢ is both e-accurate and (9, L)-
private. Let X the estimator of ¢. It suffices to show that there exists a function f : [0,1) = Mg,

such that by using the same queries as ¢, and setting J = f(X) we obtain a (8¢, 3~!)-accurate
and (6, L)-private discrete learner strategy. Specifically, let ¢” be the discrete learner strategy that
submits the same queries as ¢, and produces the estimator

J = J(Be, X). (B.16)
That is, J reports the index of the sub-interval in the Se-uniform partition that contains the continuous

estimator, X.

We first show that the induced discrete learner strategy is (3¢, 3~ !)-private. The intuition is that if
the target X ™ is sufficiently far away from the edges of the sub-interval in the (S¢)-uniform partition

to which it belongs, then both X™* and X will belong to the same sub-interval, and we will have
J(Be, X) = J(Be, X*). To make this precise, denote by G, the set of end points of the sub-intervals

in the (f¢)-uniform partition: Gg, 2 {0, Be,2B€,...,1 — Be,1}. Let S be the set of all points in
[0,1) whose distance to Gg. is greater than ¢/2:

S={zr€[0,1): min |z —y| > ¢/2}. (B.17)
YEG3e

It is not difficult to show that the Lebesgue measure of S satisfies u*(S) = ¢/(B¢) = 371, where €
is the length of the intersection of S with each of the (3¢) ! sub-intervals in a (3¢)-partition. Since ¢

is e-accurate, we know that X must be no more than € /2 away from X*, and hence J=J (Be, X™*)
whenever X* ¢ S, which implies

i (f;é J(ﬂe,X*)) <P(X*eS8)=uL(S) =5 (B.18)

This shows that ¢* is (B¢, 3~ 1)-accurate.

We next show that ¢? is also (6, L)-private. For the sake of contradiction, suppose otherwise. Then,
there exists an estimator for the adversary, J¢, such that

P (fa = J(6,X*)> >1/L. (B.19)

We now use J¢ to construct a “good” adversary estimator for the continuous version: let X be
the mid point of the sub-interval M;s(J*), where Ms(j) is the jth sub-interval in the d-uniform

12



partition. If J% = J(8, X*), then Ms(j) contains X*, and since the length of M;(j) is §, we must
have ‘)?“ — X*‘ < §/2, and from Eq. (B:19), this implies

]P’(‘)?“—X*

< 5/2) >1/L. (B.20)

We therefore conclude that if an estimator satisfying Eq. (B:T9) did exist, then the original continuous
learner strategy, ¢, could not have been (4, €)-private, which leads to a contradiction. We have thus
shown that ¢” is (Be, 3~1)-accurate and (4, L)-private. Because ¢ uses the same sequence of
queries as ¢, we conclude that N (e, 8, L) > NP (Be, 71,8, L). This proves Proposition O
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