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Abstract. Differential privacy is a framework for protecting the identity of individual data points in the
decision-making process. In this note, we propose a new form of differential privacy, known as tangent dif-
ferential privacy. Compared to the usual differential privacy, which is defined uniformly across data distribu-
tions, tangent differential privacy is tailored to a specific data distribution of interest. It also allows for general
distribution distances such as total variation distance and Wasserstein distance. In the context of risk min-
imization, we demonstrate that entropic regularization ensures tangent differential privacy under relatively
general conditions on the risk function.
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1 Introduction

Differential privacy is a framework for protecting the identity of individual data points
in the machine learning process. The most commonly discussed differential privacy is
e-differential privacy. A randomized algorithm is called e-differential private if, for any
two input data distributions that differ by one element, the ratio of the probabilities at
any outcome is bounded by at most exp(¢€). The definition clearly shows that differential
privacy is a uniform concept across all data distributions. In many machine learning ap-
plications, one often cares about a specific data distribution and raises privacy concerns
about the impact of deleting or adding a single or small number of data points to this
specific data distribution.

To address such questions, we propose here tangent differential privacy, a privacy con-
cept tailored to a specific data distribution. When applying the case of risk minimization
(such as supervised learning), we demonstrate that entropic regularization guarantees tan-
gent differential privacy under relatively general conditions.

Related work. The concepts of e-differential privacy and (e, d)-differential privacy
were first proposed in [9}[10] and a wonderful resource for this vast literature is [11]]. Sev-
eral efforts have been devoted to relax or reformulate differential privacy, with examples
including Renyi differential privacy [17], concentrated differential privacy [612], and Lip-
schitz privacy [15]. In a broader context, other related forms of privacy concepts have
also been developed, such as local differential privacy [8,1314] and the recently proposed
metric privacy [4,5]. The concept of tangent differential privacy proposed here is closely
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related to Lipschitz privacy, though the latter is defined as a uniform concept across all
data distributions.

Contents. The rest of the note is organized as follows. Section[2lintroduces the concept
of tangent differential privacy. Section 3] considers the risk minimization problem and
proposes entropic regularization as a solution of tangent differential privacy for both total
variation and Wasserstein distances. Sectiond concludes with some discussions.

2 Tangent differential privacy

Let X be the metric space of the data points, and P (X) be the space of distributions over X.
Let W be the metric space of outputs, P(W) be the space of distributions over W, and
F (W) be the space of bounded functions over W. Here, the output space W can be quite
general, such as R", the space of regression functions, or the space of neural network
weights [1]. To discuss differential privacy, let A be a randomized algorithm that takes
p € P(X) and produces a randomized output w. Because A is random, we can regard it
as a (typically nonlinear) map

A:P(X) = PW),

taking p(x) to a distribution g(w). When q(w) has a bounded density, we can also consider
its logarithm
logoA:P(X) — F(W),

taking p(x) to a function (logq)(w).

Let us denote T, and T, as the tangent spaces of signed measures at p and g, respec-
tively. The tangent map of A at pis DA, : T, — Tj. Suppose that p is the data distribution
of interest. For any p close to p, the linear approximation suggests that

Ap— Ap~DA,- (p—p). (2.1)

In the usual setting, p can be an empirical distribution with N data samples {x;} and p is
obtained by removing a distinguished sample x;

P = £ Y00, P) = — = Yo (x).
NZ= ™ N - i#k '

This also extends naturally to the situation where f is obtained from p by changing a small
number of data points.
Similarly, if T, is the tangent space at log g, the tangent map of log oA at p is

D(logoA)p: Ty — Tiogg-
For any p close to p, we have

log(Ap) —log(Ap) =~ D(logoA), - (P — p). (22)
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When P(X) and P (W) are endowed with distances, the distance functions induce cor-
responding norms on Tj, Ty, and Tiog 4- For P(W), the most relevant distance function to
differential privacy is the total variation distance

drv(g,7) =2 max|q($) — 4(5)].

Here, we introduce an additional factor of 2 to ensure consistency with the L! norm. The

corresponding norm for T; is the L' norm |le[|;1 := [}, |e(w)|dw and the one for Tiog is
the L® norm ||e[[z~ := sup,,.yy |€(w)|. For P(X), there are two common choices for the
distance and the corresponding norm || - ||z, at p.

Example 2.1. Consider the total variation distance on P(X), i.e.
drv(p,p) = 2+ max|p(S) ~ p(S)!.
cX

This setup results in the L! norm for T,

lell 2 == /X e (x)|dx.

Example 2.2. Consider the Wasserstein-2 distance on P(X) and still the total variation
distance on P(W). This results in the following weighted Sobolev norm for T, [18]:

2 : 2
ells = X x)dx, €& Ty.
lellfs = min [ 1FGOPP() g
With these preparations, we are ready to introduce the following definitions.
Definition 2.1. A is Lipschitz at p for the norm pair (| - ||, LY) with bound C, if
IDAp[l) g 11 = Cp- (2.3)
For j with || — p||r, small, using and (2.3) leads to
[Ap — Apll < (Cp+ o)) I — pli,,
ie. foranysetS C W,

[(Ap)(S) — (Ap)(S)] < (Cp+o(D))Ip — pliT,- (2.4)

Definition 2.2. A is log-Lipschitz or satisfies tangent differential privacy at p for the norm pair
(Il - [IT,, L) with bound Cp if

ID(og o A)pllj. i, 1~ < Cp- (2.5)
For p with |[§ — p||r, small, using (2.2) and 2.5) leads to
Ap
o5 (%)

[log(Ap) —log(Ap)||r= = < (Cp+oM)Ip—rlz,

LOO
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ie foranyw € W,

exp (— (Cp+o(D)If — pllT,) < %

<exp ((Cp+o(W) 7 - plT,)-
Therefore, for any set S C W,
(Ap)(w)dw
< S
J(4p) w)de

This is a more quantitative version of differential privacy adapted to the data distribu-
tion p.

exp (— (Cp+oW)llp - plit,) <exp ((Cp+oM)p—pllr,). (26

Remark 2.1.  (a) By working directly with the space of distributions P (X), the concept
of tangent differential privacy is defined without direct reference to the number of data
samples in the distribution. Therefore, it allows for changing either a single data sample
or a small fraction of samples.

(b) Working with different distances on P (X) leads to different types of privacy consid-
erations. For example, the total variation distance on P(X) corresponds to the Hamming
distance case of the e-differential privacy. The Wasserstein distance case is related to the
metric privacy setup.

(c) One key property of the standard differential privacy is the postprocessing prop-
erty, i.e. any operation of the output w does not invalidate the differential privacy prop-
erty. Here, if A is Lipschitz or satisfies tangent differential privacy (i.e. log-Lipschitz), the
postprocessing property still holds. This can be seen from the fact that any postprocessing
does not change the L! norm (24) and the L* norm (Z.6).

(d) Another important feature of standard differential privacy is the composition prop-
erty. It is not difficult to demonstrate that this also holds here. Let A : P(X) — P(W)
and A’ : P(X) — P(W') be Lipschitz with constant C, and C},, respectively. The compo-

sition A x A’ : P(X) — P(W x W') maps to the product measure, i.e. (A x A')(p) =
(Ap) ® (A’p). Then, for p close to p
I(Ax A")(p) = (A x A)(P)llx
= (Ap) @ (A’p) = (Ap) @ (A'P) |1
< (Cp+Cpto(M)llp—pllr,
shows that A x A’ is also Lipschitz with constant Cp, + Cy,.
Let A: P(X) — P(W)and A’ : P(X) — P(W’) be log-Lipschitz (i.e. satisfy tangent
differential privacy) with constant C, and C;,, respectively, then for fi close to p,
Iog(A x A)(p) —log(A x A")(p) |1~
= |[log(Ap) +log(A’p) —log(Ap) — log(A'p)]| =
< (Cp+Cp+oM)llp =Pl
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showing that A x A’ is also log-Lipschitz (i.e. satisfies tangent differential privacy) with
constant Cp + C,.

3 Risk minimization

We consider the case where the output in W is obtained via an optimization procedure,
such as empirical risk minimization. Given the data distribution p(x) and risk function
r(w,x) > 0, the goal is

rr%gn / r(w, x)p(x)dx.

The solution w of this minimization problem depends deterministically on p(x). To dis-
cuss differential privacy, one needs to consider a randomized algorithm with its output
distributed over W. Here, we propose to adopt entropic regularization following [16] and
seek g(w) € P(W):

qg= argmin/q(w)</r(w,x)p(x)dx>dw—|—,61 /q(w) Ing(w)dw.
q€P(W)
The solution is the Gibbs distribution
exp ( - ﬁ/r(w,x)p(x)dx)

e / 3.1)
" /Wexp<—‘B/r(w/'x)l?(x)dx>dw/

simply written as q(w) o exp(—p [ r(w,x)p(x)dx). Then, the map A : P(X) — P(W)
takes from p(x) to g(w).

Remark 3.1. The distribution can, in principle, be sampled using Monte Carlo meth-
ods, such as Langevin dynamics. One popular differentially private algorithm is noisy-
SGD [2,3], and there is a close connection between noisy-SGD and Langevin dynam-
ics [7,19].

Fixing p(x), let us compute the differential DA, : T, — T,. Its kernel as a function of
(w, x) is given by

B [ (aw)s(w — ) — q(w)g(w))r(w!, x)dw'
When X and W are finite sets, this can be written in the matrix form as

—pB(diag(q) —qq")r,

where here r denotes a matrix with value r(w, x) at entry (w, x).
The differential of D(logoA), : Ty — Tjog, can also be computed easily with the chain
rule. Its kernel as a function of (w, x) is

—,B/ (6(w—w") —g(w"))r(w', x)dw'.
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Again, when X and W are finite sets, the matrix form is —p(I — 1qT)r, where 1 stands
for the all-one column vector. Below, we show that the entropic regularization guarantees
tangent differential privacy under rather general conditions for both the TV distance and
the Wasserstein distance on P(X).

3.1 Total variation distance on P(X)

Recall from Example that one has L! norm for Ty, L! norm for Ty, and L*® norm
fOI‘ Tlog q:

Theorem 3.1. If max, [}, q(w)r(w,x)dw < R, then A is differentiable at p for the norm pair
(L', LY) with bound 2BR.

Proof. Pick any signed measure e(x) € T,. Up to the —p factor, (DA ,e)(w) is equal to
g(w) // (6(w—w") —g(w')) r(w, x)e(x)dxdw’
= g(w) /r(w,x)e(x)dx —g(w) //q(w/)r(w',x)e(x)dxdw/.
Among the two terms, the TV norm of the first term is bounded by
, d
[ | G, neax

where we use the non-negativity of q(w)r(w, x). The same estimate applies to the second
term as well. Putting together shows that || DA, ||;1_,;1 < 2BR. O

o < (max [ lq(wrteo, )l ) - el < Rlel,

Remark 3.2.  (a) The product SR controls the sensitivity of A. One can achieve this by
adopting either a small R (a safer risk function) or a small § (stronger entropic regulariza-
tion).

(b) One way to ensure max, [}, q(w)r(w, x)dw < R is maxy,y [r(w,x)| < R. But this
can be strict as it does not take into consideration the distributions p(x) and g(w).

(c) The quantity maxy [, q(w)r(w, x)dw can be estimated. Suppose we have an algo-
rithm that can sample w from q(w). First, for each w, iterate over the data point x and
accumulate r(w, x) for each x. Second, for each data point x, dividing the accumulated
value by the number of w gives the estimate of [}, q(w)r(w, x)dw for x. Finally, taking the
maximum of these estimates over x gives the approximation to max [, q(w)r(w, x)dw.

Theorem 3.2. If maxyy |r(w, x)| < R, then A satisfies tangent differential privacy at p for the
norm pair (L1, L) with bound 2BR.

Proof. Pick any € € Tj. Up to the —p factor, (D(log 0A)€)(w) at each w is
// (6(w—w') — g(w')) r(w', x)e(x)dxdw'
= /r(w,x)e(x)dx — //q(w/)r(w/,x)e(x)dxdw/.
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Among the two terms, the first one is bounded at w with

'/r(w,x)e(x)dx

The second one can be bounded in the same way. Therefore,

| D(log OA)p 1110 < 2BR.

< R|€]|;1-

The proof is complete. O

Remark 3.3. Examples of bounded r(w, x) include the Savage loss, the tangent loss, and
the 0/1 loss. Using any of these losses automatically guarantees tangent differential pri-
vacy for the pair (L!, L*®).

3.2 Wasserstein distance on P(X)

Recall from Example that we have the H _1(;7) norm for Tj, L! norm for T;, and L®
norm for Tjog ;. Recall that the H~!(p) norm and its dual norm are given by

lelfisi = min__ [ VPP sl = [ 19800 Pp(x)dx
<R,

Theorem 3.3. If
g(w)r(w, ~)dw‘
H /W Hl(p)

then A is differentiable at p for the norm pair (H='(p), L') with bound 2BR.
Proof. Pick any e(x) € T,. Up to the —f factor, (DApe)(w) is equal to

q(w)/r(w,x) x)dx —q //q Ye(x)dxdw'.
The L! norm of the first term can be bounded by
/W /Xq(w)r(w,x)e(x)dx dw < H/|q(w)r(w,o)|deHl(p) el g-1(p) < Rllel[ g

where we use the non-negativity of g(w)r(w, -). The same estimate can bound the second
term. Therefore, HDAP”H*l(p)—)Ll < 2BR. O

Remark 3.4. (a) One way to ensure

|/ atwrte

max (@) |15y < R

<R
Hl(p)

is

However, this can be too strict as it does not take into consideration the distributions p(x)

and g(w).
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(b) The quantity

|/ atrte, e (\ [ aw)Varw x)ie

can be estimated instead. Suppose that we have an algorithm that samples w~q(w). First,
for each w, iterate over x and accumulate V r(w, x) for each x. Second, for each x, divide
the accumulated value by the number of w to get an estimate of | [}, q(w)Vyr(w, x)dw|.
Its square is an estimate for | [}, (w)V.r(w, x)dw|*. Finally, averaging the squares over x
and taking the square root gives an approximation to || [, g(w)r(w, -)dw|| g (r)

2

p(x)dx> 7

Theorem 3.4. If maxy |[r(w, -)||g1(,) < R, then A satisfies tangent differential privacy at p for
the norm pair (H=1(p), L) with bound 2BR.
Proof. Pick any € € Tj. Up to the —p factor, (D(log 0A)y€)(w) at each w is

// (6(w—w') — g(w')) r(w', x)e(x)dxdw'’

:/r(w,x dx—//q Ye(x)dxdw'.

The first term is bounded at w by

[ rwx)e(dx < firw, g llell i) < Rlielly
The second term can be bounded in the same way. Therefore,
ID(log 0 A)pllg-1(p)— 1 < 2BR.
The proof is complete. O

Remark 3.5. Note that if W is finite, then maxy, ||7(w, )| F1(p) can be estimated by eval-
uating [|r(w, )|/ g () for each w € W. Otherwise, maxq,x |Vxr(w, x)| provides an upper
bound for maxy, ||7(w, -) ”Hl(p)

4 Discussion

In this note, we propose tangent differential privacy as a new form of differential pri-
vacy. Compared to the usual differential privacy, which is defined uniformly across data
distributions, tangent differential privacy is tailored to a specific data distribution of inter-
est. For empirical risk minimization of supervised learning, entropic regularization guar-
antees tangent differential privacy under rather general conditions on the risk function.
Some directions for future work include

¢ Extend the framework to unsupervised learning and online learning problems.

* Explore alternatives or approximations to (3.I) since sampling the Gibbs distribu-
tion g(w) can be challenging when it exhibits meta-stability.
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