
Localizing Low-power Backsca�er Tags Using
Commodity WiFi

Manikanta Kotaru, Pengyu Zhang, Sachin Katti
Stanford University

{mkotaru,pyzhang,skatti}@stanford.edu

ABSTRACT
Location information is crucial for enabling many applica-
tions in the era of Internet-of-Things (IoT). Localizing IoT
devices using existing ubiquitous WiFi infrastructure enables
rapid and universal deployment of IoT devices empowered
with localization service. However, current WiFi-based local-
ization systems require the target, that needs to be localized,
to be equipped with a WiFi radio that actively transmits
WiFi signals. Since a WiFi radio consumes lots of power
for data transmission, such radio cannot be used in energy-
impoverish IoT devices (for example, locating a pill bottle
in an elder’s apartment). This paper presents WiTag, the
�rst system that reuses existing WiFi infrastructures for lo-
calizing low-power backscatter tags. We build upon recent
work on low power tags that communicate via backscatter-
ing ambient WiFi signals and introduce novel modeling of
the backscattered signal received at WiFi access points to
localize the target IoT device. We prototype WiTag using
o�-the-shelf WiFi chips and a customized backscatter tag
and show that it achieves sub-meter localization error. Thus,
WiTag achieves localization error comparable to that of state-
of-the-art WiFi based localization systems while consuming
orders of magnitude lower power at the target IoT devices.
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1 INTRODUCTION
Internet-of-Thing (IoT) devices are emerging as the �rst class
citizen of the next generation of Internet. The number of
IoT devices fabricated in 2017 is larger than the combined
market of smartphone and tablets [1]. Knowing the location
information is crucial for many industrial-IoT and home-IoT
applications. For example, consider the scenario illustrated
in Figure 1 where an elder is looking for her pill bottle. The
location of the pill bottle needs to be monitored in order to
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Figure 1: One example of applications enabled by
WiTag. The elder is looking for his or her pill bottle.
We attach a WiTag tag at the pill bottle. The tag is
tracked and localized by WiFi APs at home. The elder
can query the pill bottle location using a smartphone.

remind her where to take the medicine from when needed.
Wireless localization is a mature �eld but none of the systems
help realize the vision of universal deployment of such useful
IoT applications. We now describe why this is the case by
examining two prevailing classes of localization systems:
WiFi-based and RFID-based localization systems.

WiFi based localization systems, such as SpotFi [19], use
existing WiFi infrastructure to provide sub-meter-level lo-
calization accuracy. The localization accuracy is su�cient
for IoT applications like those illustrated in Figure 1. Fur-
ther, since these systems use ubiquitous commodity WiFi
infrastructure, these systems enable rapid and universal de-
ployment of wireless localization service. However, the target
device, that needs to be localized, is required to be equipped
with an active WiFi transmitter. WiFi radios consume a lot
of power which prevents installing a WiFi chip on energy-
constrained IoT devices such as a pill bottle shown in Figure 1
making WiFi-based systems unappealing for localizing IoT
devices.

In contrast, RFID-based localization systems, such as Tago-
ram [41], support localizing any object by simply attaching
a battery-free RFID tag on the target. These systems can also
provide sub-meter level accuracy required by IoT applica-
tions. However, the deployment overhead of the RFID-based
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localization systems is very high where RFID readers have
to be deployed approximately every 10 m.

One ideally desires the best of both classes of localiza-
tion systems: the system should have deployment simplicity
of WiFi-based localization system that works with existing
ubiquitous infrastructure and the system should also support
low-power tags on energy-constrained IoT devices. In this pa-
per, we introduce the design, implementation, and evaluation
of WiTag, the �rst system that achieves this by leveraging
existing WiFi infrastructure to localize low-power backscat-
ter tags. In WiTag, a WiFi device, such as a smartphone,
transmits excitation WiFi packets. A low-power WiTag tag,
which is attached to the target, backscatters the excitation
WiFi packets such that the backscattered signal is also a valid
WiFi packet. The backscattered signal that is then received
at multiple access points (APs) is used to localize the tag.

From the above description, one can observe that WiTag
is easy to deploy because it uses existing WiFi infrastructure.
It supports localizing universal objects where one is only
required to simply attach a low-power WiTag tag on the
target. Further, our prototype implementation shows that
WiTag is able to provide similar localization accuracy as
the state-of-the-art WiFi-based localization system, such as
SpotFi. Therefore, WiTag is a system that can achieve the
advantages of both WiFi-based and RFID-based localization
systems without compromising on the localization error.

Localizing a low-power tag from the backscattered signal
that is received at WiFi access points is very challenging.
WiFi-based localization systems like [5] typically use the
WiFi signal received when the the WiFi transmitter is at
a location as a �ngerprint of that location. However, the
backscattered signal that is received a WiFi access point
not only depends on the location of the low-power tag that
backscattered the WiFi signal but also depends on the loca-
tion of the WiFi transmitter that transmitted the WiFi signal.
So, traditional WiFi localization systems cannot be directly
applied to estimate the position of the backscatter tag from
the signal received at WiFi access points.

Our key contribution in designing WiTag is overcom-
ing this challenge by extracting information that is only
associated with the tag’s location from the overall received
signal. To do so, we formulated a mathematical model to
understand how a tag backscatters a WiFi signal from the
transmitter to a WiFi AP. The model captures the amplitude,
phase and frequency changes of the signal as it travels from
the transmitter-to-tag, gets backscattered at tag and then
travels from tag-to-AP. The surprising observation from this
modeling is that we can actually combine one signal path
on the transmitter-to-tag link with another signal path on
the tag-to-receiver link to form a virtual path between the
transmitter and the receiver. So, the overall received signal
from the transmitter-to-tag-to-AP looks as if it is obtained by

superposition of the signals from all these virtual paths. Few
of these virtual paths have AoA corresponding to the direct
path between the tag and the AP. Inspired by this observa-
tion, we jointly estimate AoA and ToF of all the virtual paths
and identify the path that has AoA corresponding to the di-
rect path between the tag and the AP. This direct AoA from
the tag to the AP provides information about the direction
of the tag from the AP. Once one can obtain the direction of
the tag (direct path AoA) from atleast two APs, the tag can
be localized using simple triangulation techniques.

We deploy WiTag system in an o�ce building and evaluate
its performance in line-of-sight (LOS) and non-line-of-sight
(NLOS) scenarios. Here is a summary of its performance.

• LOS deployment. We deployed the WiTag system
in a 10 m × 8 m area in an o�ce building where the
target is in line-of-sight with all the access points.
We placed four WiFi APs at the corners of the area.
The median localization error obtain by WiTag is
0.92 m, similar to the localization error achieved by
SpotFi, which localizes an active WiFi transmitter.

• NLOS deployment: We stress-tested WiTag by de-
ploying it in 8 m × 8 m space where all the access
points are obstructed from the target device by walls
or furniture. WiTag achieves median localization er-
ror of 1.48 m in these experiments.

• Robustness: We also evaluate WiTag’s performance
when only a smaller number of WiFi APs are avail-
able. Our experiments show that WiTag is still able
to achieve 1.45 m localization error even when only
two WiFi APs are used, only 0.5 m larger than the
case when four WiFi APs are used.

2 UNDERSTANDING BACKSCATTER
LOCALIZATION

To understand the feasibility and complexity of localizing a
low-power tag using WiFi, we �rst describe an empirical ob-
servation using the experiment setup illustrated in Fig. 2(a).

Setup: A WiFi transmitter, which can be a smartphone
or an AP, operates on WiFi 5 GHz channel 102. The WiFi
receiver is an AP that operates on channel 126. Upon each
WiFi packet reception, the receiver obtains Channel State
Information (CSI) which is the signal received by the WiFi
chip for a reference signal transmitted at the transmitter.
Since the WiFi AP and the transmitter are operating on
di�erent channels, the receiver does not receive any packets
from the transmitter and hence does not collect CSI.

We built a low-power tag, as described in Sec. 3.2, which
shifts the transmitter’s WiFi signals by 120 MHz and backscat-
ters the frequency-shifted signal. The tag consumes low
power because it does not contain all the power-hungry
components of a WiFi transceiver chain like a signal source
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Figure 2: Experimental setup for collecting CSI when the WiFi transmitter and the tag are at di�erent locations.
Figure 2(b) and Figure 2(c) show that di�erent CSIs are observed when the tag moves from location A to location B.
Figure 2(c) and Figure 2(d) show that the transmitter location also has a signi�cant impact on the CSIs observed.

with carrier frequency, ampli�er or mixer. The tag generates
a 120 MHz signal which converts any WiFi signal incident
on the tag into another valid WiFi signal but corresponding
to a di�erent channel that is separated by 120 MHz from
the channel of the incident signal. In our setup, WiFi trans-
mitter operates on channel 102 and WiFi receiver operates
on channel 126 and the two WiFi channels are separated
by 120 MHz. So, in the presence of the backscatter tag, the
WiFi receiver now receives WiFi packets, and hence obtains
CSI for each WiFi packet received, because the tag converts
the signals from transmitter’s WiFi channel 102 to receiver’s
WiFi channel 126.

Feasibility: In WiFi 802.11n, the signal is transmitted on
multiple frequencies called subcarriers. Fig. 2(b) and Fig. 2(c)
show the amplitude of CSI obtained at di�erent subcarriers
when the tag is at two di�erent locations - location A and
location B. The WiFi transmitter and receiver remain at the
same location for both the experiments, only the tag’s loca-
tion changes. WiFi transmitter and the backscatter tag have
one antenna each and the WiFi receiver has three antennas.
We can clearly observe that the CSI obtained when the tag
is at location A is very di�erent from that obtained when
the tag is at location B. Moreover, one can also observe from
Fig. 2(b) and Fig. 2(c) that this amplitude of CSI remains the
same for di�erent packets as long as the tag is in a particular
location. So, CSI can be used as a signature to distinguish
and identify the location of the tag.

Challenge: However, CSI obtained at the WiFi receiver
not only depends on the tag’s location but also on the WiFi
transmitter’s location. To illustrate this, we now moved the
transmitter to a new location C while the receiver remains
at the same location and the tag remains at location B. Trans-
mitter now transmits WiFi packets and the CSI obtained at
the receiver is shown in Fig. 2(d). Note that the tag is at the
same location B for the CSI shown in Fig. 2(c) and Fig. 2(d).

However, the two CSIs are very di�erent. So, CSI obtained
at the AP is not only dependent on the tag’s location but
also transmitter’s location. This is problematic because tag’s
location can no longer be uniquely associated with CSI. In
fact, CSI obtained at the receiver is contributed by four fac-
tors: the environment, the tag’s location, the transmitter’s
location, and the AP’s location. Further, although an AP is
stationary, a transmitter like smartphone is mobile. So, in
order to determine the location of the tag, one should ex-
tract information corresponding to the tag’s location alone
irrespective of the location of the transmitter.

Dependence of CSI on the location of the tag provides
an opportunity to locate the tag while the dependence of
CSI on the location of transmitter presents a challenge in
localizing the tag. In order to identify a tag’s location, we
need to exploit modeling of CSI and extract information
that only depends on a tag’s location and does not change
with the location of the transmitter. This is the key challenge
addressed by this paper. In the following section, we describe
our localization system and detail our key contribution — a
novel algorithm that leverages key factors associated with a
tag’s location to localize backscatter tags.

3 DESIGN
3.1 WiTag System Overview
Figure 3 shows an overview of the WiTag system. WiTag
works in three steps.

• Backscattering WiFi signals: In order to reuse ex-
isting WiFi infrastructure for localizing tags, a tag
needs to ensure that the backscattered signal is a
valid WiFi signal. Then, commodity WiFi APs can
be used for decoding the backscattered signals and
extracting the CSI information. WiTag does so by
backscattering OFDM WiFi signals, such as the WiFi
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Figure 1: Overall architecture: SpotFi collects CSI and RSSI measurements from all the APs that can hear the packet transmitted by the
target. In the first step, SpotFi calculates the ToF and AoA of all the propagation paths from the target to each of the APs. SpotFi then
identifies the direct path between the target and the AP that did not undergo any reflections. In the final step, SpotFi estimates the location of
the target by using the direct path AoA estimates and RSSI measurements from all the APs.

information [2, 23]. While these sensors are available on
some phones, their accuracy varies widely across different
phone models. Further there are a large number of devices
that may only have a WiFi/Bluetooth chip but none of these
other sensors, e.g., wearables or IoT devices such as Nest,
wireless cameras, and suitcases [26, 27, 28], that would like
to avail of localization capability if possible. Moreover, Ubi-
carse [2] requires that the human holding the device perform
a specific circular motion to enable localization which is not
feasible in many scenarios where localization is needed (e.g.,
locating misplaced or lost objects).
Time based approaches: Systems that use timestamps re-
ported by WiFi cards can obtain time of flight at a granularity
of several nanoseconds, resulting in ranging error of few me-
ters [29, 30, 31, 32, 33, 34]. In spite of hardware/firmware
modifications to overcome coarse ToF estimates, the best
known systems achieve localization error of 2 m [32, 33,
30]. Some systems applied super-resolution algorithms to
obtain finer ToF estimates, but require all the APs to be time
synchronized [35, 36, 37, 38, 39], which is hard to achieve
using commodity WiFi [40]. Algorithms for joint estimation
of AoA and ToF, to improve the accuracy of both the pa-
rameter estimates, have been developed [41, 42, 43, 44, 45],
and tested in simulation [46, 47, 48, 49, 50]. But these algo-
rithms have been implemented in systems where the trans-
mitter and receiver radios are time synchronized [51, 52],
which is not possible in commodity WiFi deployments.
Other approaches: For completeness, we refer to localiza-
tion systems that deploy other modalities like RFIDs [53,
54, 55], ultrawideband [56], ultrasound [57, 58, 59, 60, 61],
IR [62, 63, 64], visible light [65, 66] or beacons like the
ones Apple recently introduced [67]. However, we believe
that none of these are ever likely to be as ubiquitous as com-
modity WiFi AP infrastructure.

3. DESIGN
SpotFi works in three steps:

1. Estimate the angle of arrival (AoA) and time of flight
(ToF) of different multipath components of a target’s sig-
nal arriving at the AP by using the CSI information that
is exposed by commodity WiFi APs.

2. Estimate the likelihood that each AoA and ToF pair is the

one corresponding to the direct path between the AP and
the target without any reflections.

3. Use the above information to calculate the most likely lo-
cation of the target that could have produced the observed
RSSI and estimated AoA.

Before we describe each step of the design in detail, we
briefly discuss SpotFi’s architecture. Fig. 1 shows how SpotFi
would be deployed. A central server collects CSI measure-
ments for each packet received at the APs. All the ma-
jor WiFi chip families (Broadcom, Atheros, Intel, and Mar-
vell) expose quantized CSI per subcarrier per antenna [23].
We use Intel 5300 WiFi chips in the current prototype be-
cause of the availability of CSI extraction software for these
chips [68], but SpotFi can easily be deployed with WiFi APs
that use chips from other manufacturers. SpotFi only adds
the software required to read the reported CSI values, times-
tamps, and MAC addresses at the AP and ships it to the cen-
tral server and nothing else. Hence we believe that SpotFi
can be added to any existing, deployed WiFi AP. Also, like
many other state-of-the-art localization systems, we assume
that we know the locations of the APs themselves from of-
fline, one-time measurements [1, 2, 23].

3.1 SpotFi’s super-resolution algorithm for
estimating AoA and ToF

A target’s signal could reflect off multiple objects and ar-
rive at the AP; typically in an indoor environment there are
around 6-8 significant reflectors [69, 30, 70]. So the key
question is, how might one be able to disentangle these mul-
tipath components and accurately estimate the AoA of each
path even when the AP has only three antennas? To gain in-
sight into how SpotFi solves the problem, it is helpful to
understand how standard AoA computation with the well
known MUSIC algorithm [7] works, which we review next.

3.1.1 Estimating AoA with MUSIC
The basic idea is that different propagation paths have dif-

ferent AoAs, and when the signal from a propagation path is
received across an array of antennas, then the AoA will in-
troduce a corresponding phase shift across the antennas in
the array. The introduced phase shift is a function of both
the distance between antennas and the AoA. To understand
how MUSIC takes advantage of this fact to determine AoA,
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feasible in many scenarios where localization is needed (e.g.,
locating misplaced or lost objects).
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of several nanoseconds, resulting in ranging error of few me-
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modifications to overcome coarse ToF estimates, the best
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troduce a corresponding phase shift across the antennas in
the array. The introduced phase shift is a function of both
the distance between antennas and the AoA. To understand
how MUSIC takes advantage of this fact to determine AoA,
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information [2, 23]. While these sensors are available on
some phones, their accuracy varies widely across different
phone models. Further there are a large number of devices
that may only have a WiFi/Bluetooth chip but none of these
other sensors, e.g., wearables or IoT devices such as Nest,
wireless cameras, and suitcases [26, 27, 28], that would like
to avail of localization capability if possible. Moreover, Ubi-
carse [2] requires that the human holding the device perform
a specific circular motion to enable localization which is not
feasible in many scenarios where localization is needed (e.g.,
locating misplaced or lost objects).
Time based approaches: Systems that use timestamps re-
ported by WiFi cards can obtain time of flight at a granularity
of several nanoseconds, resulting in ranging error of few me-
ters [29, 30, 31, 32, 33, 34]. In spite of hardware/firmware
modifications to overcome coarse ToF estimates, the best
known systems achieve localization error of 2 m [32, 33,
30]. Some systems applied super-resolution algorithms to
obtain finer ToF estimates, but require all the APs to be time
synchronized [35, 36, 37, 38, 39], which is hard to achieve
using commodity WiFi [40]. Algorithms for joint estimation
of AoA and ToF, to improve the accuracy of both the pa-
rameter estimates, have been developed [41, 42, 43, 44, 45],
and tested in simulation [46, 47, 48, 49, 50]. But these algo-
rithms have been implemented in systems where the trans-
mitter and receiver radios are time synchronized [51, 52],
which is not possible in commodity WiFi deployments.
Other approaches: For completeness, we refer to localiza-
tion systems that deploy other modalities like RFIDs [53,
54, 55], ultrawideband [56], ultrasound [57, 58, 59, 60, 61],
IR [62, 63, 64], visible light [65, 66] or beacons like the
ones Apple recently introduced [67]. However, we believe
that none of these are ever likely to be as ubiquitous as com-
modity WiFi AP infrastructure.

3. DESIGN
SpotFi works in three steps:

1. Estimate the angle of arrival (AoA) and time of flight
(ToF) of different multipath components of a target’s sig-
nal arriving at the AP by using the CSI information that
is exposed by commodity WiFi APs.

2. Estimate the likelihood that each AoA and ToF pair is the

one corresponding to the direct path between the AP and
the target without any reflections.

3. Use the above information to calculate the most likely lo-
cation of the target that could have produced the observed
RSSI and estimated AoA.

Before we describe each step of the design in detail, we
briefly discuss SpotFi’s architecture. Fig. 1 shows how SpotFi
would be deployed. A central server collects CSI measure-
ments for each packet received at the APs. All the ma-
jor WiFi chip families (Broadcom, Atheros, Intel, and Mar-
vell) expose quantized CSI per subcarrier per antenna [23].
We use Intel 5300 WiFi chips in the current prototype be-
cause of the availability of CSI extraction software for these
chips [68], but SpotFi can easily be deployed with WiFi APs
that use chips from other manufacturers. SpotFi only adds
the software required to read the reported CSI values, times-
tamps, and MAC addresses at the AP and ships it to the cen-
tral server and nothing else. Hence we believe that SpotFi
can be added to any existing, deployed WiFi AP. Also, like
many other state-of-the-art localization systems, we assume
that we know the locations of the APs themselves from of-
fline, one-time measurements [1, 2, 23].

3.1 SpotFi’s super-resolution algorithm for
estimating AoA and ToF

A target’s signal could reflect off multiple objects and ar-
rive at the AP; typically in an indoor environment there are
around 6-8 significant reflectors [69, 30, 70]. So the key
question is, how might one be able to disentangle these mul-
tipath components and accurately estimate the AoA of each
path even when the AP has only three antennas? To gain in-
sight into how SpotFi solves the problem, it is helpful to
understand how standard AoA computation with the well
known MUSIC algorithm [7] works, which we review next.

3.1.1 Estimating AoA with MUSIC
The basic idea is that different propagation paths have dif-

ferent AoAs, and when the signal from a propagation path is
received across an array of antennas, then the AoA will in-
troduce a corresponding phase shift across the antennas in
the array. The introduced phase shift is a function of both
the distance between antennas and the AoA. To understand
how MUSIC takes advantage of this fact to determine AoA,
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information [2, 23]. While these sensors are available on
some phones, their accuracy varies widely across different
phone models. Further there are a large number of devices
that may only have a WiFi/Bluetooth chip but none of these
other sensors, e.g., wearables or IoT devices such as Nest,
wireless cameras, and suitcases [26, 27, 28], that would like
to avail of localization capability if possible. Moreover, Ubi-
carse [2] requires that the human holding the device perform
a specific circular motion to enable localization which is not
feasible in many scenarios where localization is needed (e.g.,
locating misplaced or lost objects).
Time based approaches: Systems that use timestamps re-
ported by WiFi cards can obtain time of flight at a granularity
of several nanoseconds, resulting in ranging error of few me-
ters [29, 30, 31, 32, 33, 34]. In spite of hardware/firmware
modifications to overcome coarse ToF estimates, the best
known systems achieve localization error of 2 m [32, 33,
30]. Some systems applied super-resolution algorithms to
obtain finer ToF estimates, but require all the APs to be time
synchronized [35, 36, 37, 38, 39], which is hard to achieve
using commodity WiFi [40]. Algorithms for joint estimation
of AoA and ToF, to improve the accuracy of both the pa-
rameter estimates, have been developed [41, 42, 43, 44, 45],
and tested in simulation [46, 47, 48, 49, 50]. But these algo-
rithms have been implemented in systems where the trans-
mitter and receiver radios are time synchronized [51, 52],
which is not possible in commodity WiFi deployments.
Other approaches: For completeness, we refer to localiza-
tion systems that deploy other modalities like RFIDs [53,
54, 55], ultrawideband [56], ultrasound [57, 58, 59, 60, 61],
IR [62, 63, 64], visible light [65, 66] or beacons like the
ones Apple recently introduced [67]. However, we believe
that none of these are ever likely to be as ubiquitous as com-
modity WiFi AP infrastructure.

3. DESIGN
SpotFi works in three steps:

1. Estimate the angle of arrival (AoA) and time of flight
(ToF) of different multipath components of a target’s sig-
nal arriving at the AP by using the CSI information that
is exposed by commodity WiFi APs.

2. Estimate the likelihood that each AoA and ToF pair is the

one corresponding to the direct path between the AP and
the target without any reflections.

3. Use the above information to calculate the most likely lo-
cation of the target that could have produced the observed
RSSI and estimated AoA.

Before we describe each step of the design in detail, we
briefly discuss SpotFi’s architecture. Fig. 1 shows how SpotFi
would be deployed. A central server collects CSI measure-
ments for each packet received at the APs. All the ma-
jor WiFi chip families (Broadcom, Atheros, Intel, and Mar-
vell) expose quantized CSI per subcarrier per antenna [23].
We use Intel 5300 WiFi chips in the current prototype be-
cause of the availability of CSI extraction software for these
chips [68], but SpotFi can easily be deployed with WiFi APs
that use chips from other manufacturers. SpotFi only adds
the software required to read the reported CSI values, times-
tamps, and MAC addresses at the AP and ships it to the cen-
tral server and nothing else. Hence we believe that SpotFi
can be added to any existing, deployed WiFi AP. Also, like
many other state-of-the-art localization systems, we assume
that we know the locations of the APs themselves from of-
fline, one-time measurements [1, 2, 23].

3.1 SpotFi’s super-resolution algorithm for
estimating AoA and ToF

A target’s signal could reflect off multiple objects and ar-
rive at the AP; typically in an indoor environment there are
around 6-8 significant reflectors [69, 30, 70]. So the key
question is, how might one be able to disentangle these mul-
tipath components and accurately estimate the AoA of each
path even when the AP has only three antennas? To gain in-
sight into how SpotFi solves the problem, it is helpful to
understand how standard AoA computation with the well
known MUSIC algorithm [7] works, which we review next.

3.1.1 Estimating AoA with MUSIC
The basic idea is that different propagation paths have dif-

ferent AoAs, and when the signal from a propagation path is
received across an array of antennas, then the AoA will in-
troduce a corresponding phase shift across the antennas in
the array. The introduced phase shift is a function of both
the distance between antennas and the AoA. To understand
how MUSIC takes advantage of this fact to determine AoA,
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information [2, 23]. While these sensors are available on
some phones, their accuracy varies widely across different
phone models. Further there are a large number of devices
that may only have a WiFi/Bluetooth chip but none of these
other sensors, e.g., wearables or IoT devices such as Nest,
wireless cameras, and suitcases [26, 27, 28], that would like
to avail of localization capability if possible. Moreover, Ubi-
carse [2] requires that the human holding the device perform
a specific circular motion to enable localization which is not
feasible in many scenarios where localization is needed (e.g.,
locating misplaced or lost objects).
Time based approaches: Systems that use timestamps re-
ported by WiFi cards can obtain time of flight at a granularity
of several nanoseconds, resulting in ranging error of few me-
ters [29, 30, 31, 32, 33, 34]. In spite of hardware/firmware
modifications to overcome coarse ToF estimates, the best
known systems achieve localization error of 2 m [32, 33,
30]. Some systems applied super-resolution algorithms to
obtain finer ToF estimates, but require all the APs to be time
synchronized [35, 36, 37, 38, 39], which is hard to achieve
using commodity WiFi [40]. Algorithms for joint estimation
of AoA and ToF, to improve the accuracy of both the pa-
rameter estimates, have been developed [41, 42, 43, 44, 45],
and tested in simulation [46, 47, 48, 49, 50]. But these algo-
rithms have been implemented in systems where the trans-
mitter and receiver radios are time synchronized [51, 52],
which is not possible in commodity WiFi deployments.
Other approaches: For completeness, we refer to localiza-
tion systems that deploy other modalities like RFIDs [53,
54, 55], ultrawideband [56], ultrasound [57, 58, 59, 60, 61],
IR [62, 63, 64], visible light [65, 66] or beacons like the
ones Apple recently introduced [67]. However, we believe
that none of these are ever likely to be as ubiquitous as com-
modity WiFi AP infrastructure.

3. DESIGN
SpotFi works in three steps:

1. Estimate the angle of arrival (AoA) and time of flight
(ToF) of different multipath components of a target’s sig-
nal arriving at the AP by using the CSI information that
is exposed by commodity WiFi APs.

2. Estimate the likelihood that each AoA and ToF pair is the

one corresponding to the direct path between the AP and
the target without any reflections.

3. Use the above information to calculate the most likely lo-
cation of the target that could have produced the observed
RSSI and estimated AoA.

Before we describe each step of the design in detail, we
briefly discuss SpotFi’s architecture. Fig. 1 shows how SpotFi
would be deployed. A central server collects CSI measure-
ments for each packet received at the APs. All the ma-
jor WiFi chip families (Broadcom, Atheros, Intel, and Mar-
vell) expose quantized CSI per subcarrier per antenna [23].
We use Intel 5300 WiFi chips in the current prototype be-
cause of the availability of CSI extraction software for these
chips [68], but SpotFi can easily be deployed with WiFi APs
that use chips from other manufacturers. SpotFi only adds
the software required to read the reported CSI values, times-
tamps, and MAC addresses at the AP and ships it to the cen-
tral server and nothing else. Hence we believe that SpotFi
can be added to any existing, deployed WiFi AP. Also, like
many other state-of-the-art localization systems, we assume
that we know the locations of the APs themselves from of-
fline, one-time measurements [1, 2, 23].

3.1 SpotFi’s super-resolution algorithm for
estimating AoA and ToF

A target’s signal could reflect off multiple objects and ar-
rive at the AP; typically in an indoor environment there are
around 6-8 significant reflectors [69, 30, 70]. So the key
question is, how might one be able to disentangle these mul-
tipath components and accurately estimate the AoA of each
path even when the AP has only three antennas? To gain in-
sight into how SpotFi solves the problem, it is helpful to
understand how standard AoA computation with the well
known MUSIC algorithm [7] works, which we review next.

3.1.1 Estimating AoA with MUSIC
The basic idea is that different propagation paths have dif-

ferent AoAs, and when the signal from a propagation path is
received across an array of antennas, then the AoA will in-
troduce a corresponding phase shift across the antennas in
the array. The introduced phase shift is a function of both
the distance between antennas and the AoA. To understand
how MUSIC takes advantage of this fact to determine AoA,
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information [2, 23]. While these sensors are available on
some phones, their accuracy varies widely across different
phone models. Further there are a large number of devices
that may only have a WiFi/Bluetooth chip but none of these
other sensors, e.g., wearables or IoT devices such as Nest,
wireless cameras, and suitcases [26, 27, 28], that would like
to avail of localization capability if possible. Moreover, Ubi-
carse [2] requires that the human holding the device perform
a specific circular motion to enable localization which is not
feasible in many scenarios where localization is needed (e.g.,
locating misplaced or lost objects).
Time based approaches: Systems that use timestamps re-
ported by WiFi cards can obtain time of flight at a granularity
of several nanoseconds, resulting in ranging error of few me-
ters [29, 30, 31, 32, 33, 34]. In spite of hardware/firmware
modifications to overcome coarse ToF estimates, the best
known systems achieve localization error of 2 m [32, 33,
30]. Some systems applied super-resolution algorithms to
obtain finer ToF estimates, but require all the APs to be time
synchronized [35, 36, 37, 38, 39], which is hard to achieve
using commodity WiFi [40]. Algorithms for joint estimation
of AoA and ToF, to improve the accuracy of both the pa-
rameter estimates, have been developed [41, 42, 43, 44, 45],
and tested in simulation [46, 47, 48, 49, 50]. But these algo-
rithms have been implemented in systems where the trans-
mitter and receiver radios are time synchronized [51, 52],
which is not possible in commodity WiFi deployments.
Other approaches: For completeness, we refer to localiza-
tion systems that deploy other modalities like RFIDs [53,
54, 55], ultrawideband [56], ultrasound [57, 58, 59, 60, 61],
IR [62, 63, 64], visible light [65, 66] or beacons like the
ones Apple recently introduced [67]. However, we believe
that none of these are ever likely to be as ubiquitous as com-
modity WiFi AP infrastructure.

3. DESIGN
SpotFi works in three steps:

1. Estimate the angle of arrival (AoA) and time of flight
(ToF) of different multipath components of a target’s sig-
nal arriving at the AP by using the CSI information that
is exposed by commodity WiFi APs.

2. Estimate the likelihood that each AoA and ToF pair is the

one corresponding to the direct path between the AP and
the target without any reflections.

3. Use the above information to calculate the most likely lo-
cation of the target that could have produced the observed
RSSI and estimated AoA.

Before we describe each step of the design in detail, we
briefly discuss SpotFi’s architecture. Fig. 1 shows how SpotFi
would be deployed. A central server collects CSI measure-
ments for each packet received at the APs. All the ma-
jor WiFi chip families (Broadcom, Atheros, Intel, and Mar-
vell) expose quantized CSI per subcarrier per antenna [23].
We use Intel 5300 WiFi chips in the current prototype be-
cause of the availability of CSI extraction software for these
chips [68], but SpotFi can easily be deployed with WiFi APs
that use chips from other manufacturers. SpotFi only adds
the software required to read the reported CSI values, times-
tamps, and MAC addresses at the AP and ships it to the cen-
tral server and nothing else. Hence we believe that SpotFi
can be added to any existing, deployed WiFi AP. Also, like
many other state-of-the-art localization systems, we assume
that we know the locations of the APs themselves from of-
fline, one-time measurements [1, 2, 23].

3.1 SpotFi’s super-resolution algorithm for
estimating AoA and ToF

A target’s signal could reflect off multiple objects and ar-
rive at the AP; typically in an indoor environment there are
around 6-8 significant reflectors [69, 30, 70]. So the key
question is, how might one be able to disentangle these mul-
tipath components and accurately estimate the AoA of each
path even when the AP has only three antennas? To gain in-
sight into how SpotFi solves the problem, it is helpful to
understand how standard AoA computation with the well
known MUSIC algorithm [7] works, which we review next.

3.1.1 Estimating AoA with MUSIC
The basic idea is that different propagation paths have dif-

ferent AoAs, and when the signal from a propagation path is
received across an array of antennas, then the AoA will in-
troduce a corresponding phase shift across the antennas in
the array. The introduced phase shift is a function of both
the distance between antennas and the AoA. To understand
how MUSIC takes advantage of this fact to determine AoA,
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Figure 3: WiTag system overview. A smartphone transmit WiFi packets, which are leveraged by a tag as its excita-
tion signal. The tag backscatters the excitation WiFi signals to several WiFi APs. Each AP receives the backscat-
tered signal, extracts CSI, and identi�es the direction of the tag from the AP using CSI modeling for backscatter.
The direct path information obtained from multiple APs is �nally used to localize the tag.

signals transmitted by a smartphone shown in Fig-
ure 3. The signal re�ection is done in a way such
that the backscattered signal is a valid WiFi signal.

• AoA and ToF estimation: Each AP receives the
backscattered signal and extracts the CSI informa-
tion. Then, it leverages the phase di�erence across
multiple antennas on the AP for estimating the Angle-
of-Arrival information. It also obtains the Time-of-
Flight information by examining the phase di�er-
ences across subcarriers. Both AoA and ToF infor-
mation are crucial for localizing tags.

• Localizing tags: Once each AP obtains the AoA and
ToF information of the direct path, WiTag combines
the AoA and ToF information from all APs and uses
triangle theory to localize tags.

3.2 Backscattering WiFi Signals
To localize backscatter tags with commodity WiFi APs, a
tag needs to backscatter signals to a commodity WiFi AP in
a way such that the WiFi AP is able to receive and decode
the backscattered signal. In other words, the backscattered
signal has to be a valid WiFi signal. WiTag does so by design-
ing and implementing two modules: signal re�ection and
interference minimization.

3.2.1 Re�ecting WiFi Signals. A WiTag tag re�ects
the excitation WiFi signal by toggling its RF transistor. The
key of doing successful WiFi packet re�ection is deciding
when to re�ect. Ideally, a tag should re�ect the WiFi signal
immediately when the WiFi transmitter starts transmission.
Otherwise, if the tag does not re�ect the preamble of the
excitation WiFi packet (the starting bit sequence of a WiFi
packet), the receiver cannot decode the backscattered packet
and extract the corresponding CSI information. Therefore, a

tag needs to �gure out a way to detect the starting point of
an excitation WiFi packet at a low power consumption.

We use an envelop detector to detect when a WiFi packet
starts. There are two major modules: RF power detector and
comparator. The RF power detector converts the 2.4GHz RF
signal into a DC signal, which is fed to the comparator. The
comparator compares the voltage of the DC signal against
a reference voltage and determines whether the excitation
WiFi signal is present or not. We set the reference voltage
to minimize the delay between the comparator output and
the WiFi packet starting point. Therefore, the tag can start
its backscattering once an excitation WiFi packet is present.

3.2.2 Minimizing Interferences. WiTag needs to ad-
dress another problem: interferences from the WiFi transmit-
ter to the receiver. A WiFi receiver will receive two signals:
one from the WiFi transmitter and one from the WiTag tag.
The signal that comes from the WiFi transmitter is much
stronger than the backscattered signal. Therefore, decoding
the backscattered signal at the receiver is very challenging.

To address this problem, WiTag leverages a technique
called frequency shifting [18, 46, 47]. Its core idea is moving
the backscattered signal to another channel that does not
overlap with the channel where the excitation WiFi signal is
sent. WiTag does so by toggling its RF transistor at a higher
speed, for example, 120MHz. Then, the backscattered signal
will be moved to a channel that is 120MHz away from the
channel where the excitation WiFi signal stays.

3.3 Direction of the tag from an AP
Once a WiFi AP receives the backscattered WiFi packets,
it extracts the Channel State Information from each WiFi
packet. As described in Section 2, the CSI received by each
WiFi AP is a�ected by several factors, including the transmit-
ter’s location, tag’s location, etc. We will now describe how
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we can obtain the direction at which the signal is arriving
from the tag to the access point using CSI. The information
about the direction of the tag from APs is su�cient for lo-
calizing the tag because, at a high level, once the direction
of the tag from atleast a couple of access points is obtained,
then the tag’s location can be determined accurately. We will
now describe how CSI at a receiver can be modeled in terms
of the direction of the tag from the receiver.

3.3.1 Signal incident at the tag. A WiFi transmitter
transmits signal on multiple frequencies called subcarriers,
the tag backscatters the incident signal from the transmitter
by toggling its RF transistor, and the WiFi receiver receives
the backscattered signal. The transmitted signal re�ects o�
multiple objects in the environment and arrives at the tag.
In a typical indoor environment, there are 6-8 signi�cant
re�ectors [19]. Say there are Ltx propagation paths from
the transmitter to the tag including the direct path from the
transmitter to the tag that does not undergo any re�ection.

Say the signal received at the �rst subcarrier due to the
signal traveling along the k th propagation path be γk . Let us
denote the delay experienced by the signal traveling along
the k th path be τk . This delay experienced by the signal
is called as the Time of Flight (ToF) along that path. ToF
manifests itself as a phase shift across the signals received at
di�erent subcarriers. The phase shift across two subcarriers
for the signal received along k th path with ToF τk is given by

2π ( fi − fj )τk (1)
where fi and fj denote the frequencies of the two subcarriers.
In WiFi, the subcarriers are equispaced with frequency gap
fδ between any two successive subcarriers. For example,
for 802.11n WiFi signals, fδ is �xed as 312.5kHz. So, the nth

subcarrier is separated in frequency from the �rst subcarrier
by (n − 1) fδ . So, using Eq. 1, the signal received along the
k th path for the nth subcarrier has an additional phase shift
of 2π (n − 1) fδτk compared to the signal received at the �rst
subcarrier along that path. So, the signal received along the
k th path for the nth subcarrier is

γkej2πτk (n−1)fδ (2)
The overall signal that is incident at the backscatter tag is

nothing but a superposition of the signal received from all
the paths. Since there are Ltx paths between the transmitter
and the tag, the overall signal incident at the tag for the nth

subcarrier can be written as
Ltx∑

k=1
γkej2πτk (n−1)fδ (3)

3.3.2 Signal backscattered by the tag. Let the RF tran-
sistor used at tag is set to toggle at a rate fb . This toggling
shifts the frequency of the incident signal by fb and emits
the shifted signal. The frequency of transistor toggling is

Frequency

Transmitter’s WiFi channel Receiver’s WiFi channel

5.61	  GHz 5.65	  GHz5.53	  GHz5.49	  GHz

Incident signal   Backscattered signal   

Figure 4: The amplitudes of the incident signal and
the backscattered signal at the tag are the same even
though the backscattered signal is 120MHz away from
the incident signal. This conclusion holds true for the
phase of the two signals. The only di�erence between
the two signals is frequency.

chosen so that the incident signal corresponding to �rst
subcarrier, when shifted by fb , corresponds to frequency of
�rst subcarrier on another WiFi channel. For example, let’s
say that the WiFi transmitter is operating on channel 102
with 40 MHz bandwidth. Then, the �rst subcarrier has fre-
quency 5490 MHz. If the transistor used in the tag switches
at fb = 120 MHz, then the tag shifts the incident signal by
120 MHz. So, the incident signal corresponding to the �rst
subcarrier now gets backscattered as signal with frequency
5610 MHz= (5490+ 120) MHz. This frequency is nothing but
the frequency corresponding to the �rst subcarrier of WiFi
channel 126. Then, as the receiver operates in WiFi channel
126, it will be able to receive the backscattered WiFi signals.

The toggling of the RF transistor just shifts the signal from
each of the subcarriers on the transmitter’s WiFi channel to
the corresponding subcarriers on the receiver’s WiFi channel.
As shown in Figure 4, the amplitude of the backscattered
signal remains the same as the incident signal. The phase of
the signal does not not change either. Just the frequency of
the signal changes. So, the signal that is emitted by the tag
on the nth subcarrier of the receiver’s WiFi channel is

Ltx∑

k=1
γkej2πτk (n−1)fδ . (4)

Note that this is same as the signal that is incident on the
tag on the nth subcarrier of the transmitter’s WiFi channel.

3.3.3 Signal received at the AP. Similar to other state-
of-the-art localization systems [19], each WiFi AP is equipped
with three-antenna array with uniform spacing of d be-
tween consecutive antennas. Fig. 5 illustrates the antenna
array used by our system. Let us initially consider the sig-
nal received on the �rst antenna at the receiver. The signal
backscattered by the tag bounces o� multiple objects in the
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Figure 5: Uniform linear array consisting of M anten-
nas: The signal with AoA θ ∗q travels an additional dis-
tance of d sin(θ ∗q ) to the second antenna in the array
compared to the �rst antenna. This results in an ad-
ditional phase of −2πd sin(θ ∗q )/λ at the second antenna
where λ is the wavelength of the signal.

environment and reaches the receiver/AP. Say there are Ltaд
propagation paths from the tag to the AP including the di-
rect path from the tag to the AP that does not undergo any
re�ection. Along the qth path, say the backscattered signal
on the �rst subcarrier undergoes a complex attenuation of
γ ∗q to reach the AP. Since the signal that is backscattered on
the �rst subcarrier, using equation 4, is ∑Ltx

k=1 γk , the signal
received at the AP on the �rst subcarrier is

( Ltx∑

k=1
γk

)
γ ∗q (5)

Let τ ∗q be the time of �ight of the signal along the qth path
between the tag and the receiver. As described in equation 2,
the signal received on the nth subcarrier along the qth path
has an additional phase shift of 2πτ ∗q (n − 1) fδ . Since the
signal on the �rst subcarrier has undergone a complex at-
tenuation of γ ∗q , this additional phase shift means that the
signal on the nth subcarrier undergoes a complex attenuation
of γ ∗qej2πτ ∗q (n−1)fδ . So, the signal backscattered from the tag,
∑Ltx

k=1 γkej2πτk (n−1)fδ , undergoes this additional attenuation
γ ∗qej2πτ ∗q (n−1)fδ , and the signal received at the AP on the nth

subcarrier is
( Ltx∑

k=1
γkej2πτk (n−1)fδ

)
γ ∗qej2πτ ∗q (n−1)fδ (6)

The above equation 6 can be rewritten as
( Ltx∑

k=1
γkej2π (τk+τ ∗q ) (n−1)fδ

)
γ ∗q (7)

Now, let us consider the signal received at the second an-
tenna of the WiFi receiver array. Say, the qth path is arriving
from the tag at an angle θ ∗q as shown in Fig. 5. Then the sig-
nal traveling along that path travels an additional distance
of d sinθ ∗q in reaching the second antenna. As illustrated in
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Figure 1: Overall architecture: SpotFi collects CSI and RSSI measurements from all the APs that can hear the packet transmitted by the
target. In the first step, SpotFi calculates the ToF and AoA of all the propagation paths from the target to each of the APs. SpotFi then
identifies the direct path between the target and the AP that did not undergo any reflections. In the final step, SpotFi estimates the location of
the target by using the direct path AoA estimates and RSSI measurements from all the APs.

information [2, 23]. While these sensors are available on
some phones, their accuracy varies widely across different
phone models. Further there are a large number of devices
that may only have a WiFi/Bluetooth chip but none of these
other sensors, e.g., wearables or IoT devices such as Nest,
wireless cameras, and suitcases [26, 27, 28], that would like
to avail of localization capability if possible. Moreover, Ubi-
carse [2] requires that the human holding the device perform
a specific circular motion to enable localization which is not
feasible in many scenarios where localization is needed (e.g.,
locating misplaced or lost objects).
Time based approaches: Systems that use timestamps re-
ported by WiFi cards can obtain time of flight at a granularity
of several nanoseconds, resulting in ranging error of few me-
ters [29, 30, 31, 32, 33, 34]. In spite of hardware/firmware
modifications to overcome coarse ToF estimates, the best
known systems achieve localization error of 2 m [32, 33,
30]. Some systems applied super-resolution algorithms to
obtain finer ToF estimates, but require all the APs to be time
synchronized [35, 36, 37, 38, 39], which is hard to achieve
using commodity WiFi [40]. Algorithms for joint estimation
of AoA and ToF, to improve the accuracy of both the pa-
rameter estimates, have been developed [41, 42, 43, 44, 45],
and tested in simulation [46, 47, 48, 49, 50]. But these algo-
rithms have been implemented in systems where the trans-
mitter and receiver radios are time synchronized [51, 52],
which is not possible in commodity WiFi deployments.
Other approaches: For completeness, we refer to localiza-
tion systems that deploy other modalities like RFIDs [53,
54, 55], ultrawideband [56], ultrasound [57, 58, 59, 60, 61],
IR [62, 63, 64], visible light [65, 66] or beacons like the
ones Apple recently introduced [67]. However, we believe
that none of these are ever likely to be as ubiquitous as com-
modity WiFi AP infrastructure.

3. DESIGN
SpotFi works in three steps:

1. Estimate the angle of arrival (AoA) and time of flight
(ToF) of different multipath components of a target’s sig-
nal arriving at the AP by using the CSI information that
is exposed by commodity WiFi APs.

2. Estimate the likelihood that each AoA and ToF pair is the

one corresponding to the direct path between the AP and
the target without any reflections.

3. Use the above information to calculate the most likely lo-
cation of the target that could have produced the observed
RSSI and estimated AoA.

Before we describe each step of the design in detail, we
briefly discuss SpotFi’s architecture. Fig. 1 shows how SpotFi
would be deployed. A central server collects CSI measure-
ments for each packet received at the APs. All the ma-
jor WiFi chip families (Broadcom, Atheros, Intel, and Mar-
vell) expose quantized CSI per subcarrier per antenna [23].
We use Intel 5300 WiFi chips in the current prototype be-
cause of the availability of CSI extraction software for these
chips [68], but SpotFi can easily be deployed with WiFi APs
that use chips from other manufacturers. SpotFi only adds
the software required to read the reported CSI values, times-
tamps, and MAC addresses at the AP and ships it to the cen-
tral server and nothing else. Hence we believe that SpotFi
can be added to any existing, deployed WiFi AP. Also, like
many other state-of-the-art localization systems, we assume
that we know the locations of the APs themselves from of-
fline, one-time measurements [1, 2, 23].

3.1 SpotFi’s super-resolution algorithm for
estimating AoA and ToF

A target’s signal could reflect off multiple objects and ar-
rive at the AP; typically in an indoor environment there are
around 6-8 significant reflectors [69, 30, 70]. So the key
question is, how might one be able to disentangle these mul-
tipath components and accurately estimate the AoA of each
path even when the AP has only three antennas? To gain in-
sight into how SpotFi solves the problem, it is helpful to
understand how standard AoA computation with the well
known MUSIC algorithm [7] works, which we review next.

3.1.1 Estimating AoA with MUSIC
The basic idea is that different propagation paths have dif-

ferent AoAs, and when the signal from a propagation path is
received across an array of antennas, then the AoA will in-
troduce a corresponding phase shift across the antennas in
the array. The introduced phase shift is a function of both
the distance between antennas and the AoA. To understand
how MUSIC takes advantage of this fact to determine AoA,
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Figure 1: Overall architecture: SpotFi collects CSI and RSSI measurements from all the APs that can hear the packet transmitted by the
target. In the first step, SpotFi calculates the ToF and AoA of all the propagation paths from the target to each of the APs. SpotFi then
identifies the direct path between the target and the AP that did not undergo any reflections. In the final step, SpotFi estimates the location of
the target by using the direct path AoA estimates and RSSI measurements from all the APs.

information [2, 23]. While these sensors are available on
some phones, their accuracy varies widely across different
phone models. Further there are a large number of devices
that may only have a WiFi/Bluetooth chip but none of these
other sensors, e.g., wearables or IoT devices such as Nest,
wireless cameras, and suitcases [26, 27, 28], that would like
to avail of localization capability if possible. Moreover, Ubi-
carse [2] requires that the human holding the device perform
a specific circular motion to enable localization which is not
feasible in many scenarios where localization is needed (e.g.,
locating misplaced or lost objects).
Time based approaches: Systems that use timestamps re-
ported by WiFi cards can obtain time of flight at a granularity
of several nanoseconds, resulting in ranging error of few me-
ters [29, 30, 31, 32, 33, 34]. In spite of hardware/firmware
modifications to overcome coarse ToF estimates, the best
known systems achieve localization error of 2 m [32, 33,
30]. Some systems applied super-resolution algorithms to
obtain finer ToF estimates, but require all the APs to be time
synchronized [35, 36, 37, 38, 39], which is hard to achieve
using commodity WiFi [40]. Algorithms for joint estimation
of AoA and ToF, to improve the accuracy of both the pa-
rameter estimates, have been developed [41, 42, 43, 44, 45],
and tested in simulation [46, 47, 48, 49, 50]. But these algo-
rithms have been implemented in systems where the trans-
mitter and receiver radios are time synchronized [51, 52],
which is not possible in commodity WiFi deployments.
Other approaches: For completeness, we refer to localiza-
tion systems that deploy other modalities like RFIDs [53,
54, 55], ultrawideband [56], ultrasound [57, 58, 59, 60, 61],
IR [62, 63, 64], visible light [65, 66] or beacons like the
ones Apple recently introduced [67]. However, we believe
that none of these are ever likely to be as ubiquitous as com-
modity WiFi AP infrastructure.

3. DESIGN
SpotFi works in three steps:

1. Estimate the angle of arrival (AoA) and time of flight
(ToF) of different multipath components of a target’s sig-
nal arriving at the AP by using the CSI information that
is exposed by commodity WiFi APs.

2. Estimate the likelihood that each AoA and ToF pair is the

one corresponding to the direct path between the AP and
the target without any reflections.

3. Use the above information to calculate the most likely lo-
cation of the target that could have produced the observed
RSSI and estimated AoA.

Before we describe each step of the design in detail, we
briefly discuss SpotFi’s architecture. Fig. 1 shows how SpotFi
would be deployed. A central server collects CSI measure-
ments for each packet received at the APs. All the ma-
jor WiFi chip families (Broadcom, Atheros, Intel, and Mar-
vell) expose quantized CSI per subcarrier per antenna [23].
We use Intel 5300 WiFi chips in the current prototype be-
cause of the availability of CSI extraction software for these
chips [68], but SpotFi can easily be deployed with WiFi APs
that use chips from other manufacturers. SpotFi only adds
the software required to read the reported CSI values, times-
tamps, and MAC addresses at the AP and ships it to the cen-
tral server and nothing else. Hence we believe that SpotFi
can be added to any existing, deployed WiFi AP. Also, like
many other state-of-the-art localization systems, we assume
that we know the locations of the APs themselves from of-
fline, one-time measurements [1, 2, 23].

3.1 SpotFi’s super-resolution algorithm for
estimating AoA and ToF

A target’s signal could reflect off multiple objects and ar-
rive at the AP; typically in an indoor environment there are
around 6-8 significant reflectors [69, 30, 70]. So the key
question is, how might one be able to disentangle these mul-
tipath components and accurately estimate the AoA of each
path even when the AP has only three antennas? To gain in-
sight into how SpotFi solves the problem, it is helpful to
understand how standard AoA computation with the well
known MUSIC algorithm [7] works, which we review next.

3.1.1 Estimating AoA with MUSIC
The basic idea is that different propagation paths have dif-

ferent AoAs, and when the signal from a propagation path is
received across an array of antennas, then the AoA will in-
troduce a corresponding phase shift across the antennas in
the array. The introduced phase shift is a function of both
the distance between antennas and the AoA. To understand
how MUSIC takes advantage of this fact to determine AoA,

271

�q*
�k

�v

frequency

phase

(i-1)f� (i-1)f� + Δ

�

Figure 6: We can combine the kth path on the
transmitter-to-tag link with the qth path on the tag-to-
receiver link to form a virtual path between the exci-
tation signal transmitter and the WiFi AP. The virtual
path has a ToF of �� = �k + �
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form a virtual path as shown in Figure 6. When the k th path
from the transmitter to the tag has ToF �k , and the qth path
from the tag to the receiver has ToF � ⇤q and arrives at the
receiver with an angle � ⇤q , then the virtual path obtained
by combining these two physical paths has ToF �k + �

⇤
q and

AoA � ⇤q . As a result, CSI obtained at the receiver looks as
if it is generated by superposition of signals from multiple
propagation paths. Each of these multiple propagation paths
is a virtual path from the WiFi transmitter to the receiver
despite that in reality, no signal transmitted in the transmit-
ter’s WiFi channel can be received on the receiver’s WiFi
channel because the two channels are di�erent.

Hn,m =

Lt x Lt a�X

i=1
D�i ej2� D�i (n�1)f� ej2� (m�1)d sin D�i /� (11)

Equation 11 is in a standard form to apply joint AoA-ToF
(Angle of Arrival - Time of Flight) estimation procedures
like the one used by the state-of-the-art commodity-WiFi-
based localization system SpotFi [19]. We can now apply
localization algorithm described in section 3 of SpotFi to
recover the AoA-ToF pairs of all the Lta� ⇤ Ltx paths shown
in Table 1. For completeness, we now brie�y summarize the
algorithm to estimate these parameters here. SpotFi aims to
localize a WiFi transmitter using the CSI obtained at multiple
access points. The signal from the transmitter travels along
di�erent paths and reaches the receiver antenna array of
each AP. The received CSI can be modeled in terms of the
ToF and AoA of each of all the paths using the same equation
as equation 11. However, D�i , D�i and D�i correspond to actual
physical paths the signal is traveling to reach the receiver
from the transmitter. SpotFi then applies MUSIC algorithm
on a “smoothed” CSI matrix, constructed from the CSI values
obtained at the receiver for di�erent subcarriers at di�erent
antennas, to jointly estimate AoA and ToF of all the paths.

Although, the parameter of interest is just the direction
of the transmitter from the receiver, which is nothing but

AoA of one of the propagation paths, SpotFi jointly estimates
AoA and ToF because number of AoAs that one can resolve
using super-resolution algorithm like MUSIC is limited by
the number of antennas at the receiver array. With three
antennas that are available in a typical commodity WiFi
chip, one can resolve at most two AoAs whereas a typical
indoor environment has 5-8 signi�cant paths where the AoA
of each path needs to be estimated. However, WiFi signal is
transmitted on multiple subcarriers and ToF introduces phase
shift across subcarriers. Antennas and the subcarriers can
be used together to jointly estimate AoA and ToF associated
with each path because the number of sensors i.e., the number
of antennas times the number of subcarriers is larger than
the number of paths.

Further, once AoA and ToF of all paths are determined,
the ToF values are also used to �nd the direction of the WiFi
transmitter and the receiver in SpotFi. AoA of the direct path
between transmitter and receiver, which does not undergo
any re�ection before reaching the receiver, provides us the
direction of the transmitter; so one just needs to identify
which of the AoAs correspond to direct path. SpotFi uses
the fact that the direct path has the smallest ToF of all the
paths and hence, AoA of the path with the smallest ToF is
determined as the direct path AoA.

Fortunately, the logic holds true even for backscatter lo-
calization modeling. Notice that ToF of each virtual path is
the sum of ToF of a path between the transmitter and the tag
and ToF of a path between the tag and the receiver. Consider
the virtual path obtained by combining the ToF of the direct
path between the transmitter and the tag and ToF of the
direct path between the tag and the receiver. This virtual
path in fact has the smallest ToF among all the virtual paths
because ToF of any path between the transmitter and the tag
is greater than or equal to the ToF of the direct path between
them and the same holds true for the paths between the tag
and the receiver. Notice from Table 1 that the AoA of the
virtual path is nothing but the AoA of the associated physical
path between the tag and the receiver. Since the physical
path between the tag and the receiver associated with the
virtual path with smallest ToF is the direct path between
the tag and the receiver, the AoA of the virtual path with
the smallest ToF is nothing but the AoA of the direct path
between the tag and the receiver.

We summarize the detailed algorithm about how one can
obtain the AoA of the direct path between the tag and the
receiver from the received CSI as part of Algorithm 1. Once
we obtain the direction of the tag from multiple receivers,
we can localize the tag using the localization procedure de-
scribed below.

Figure 6: We can combine the kth path on the
transmitter-to-tag link with the qth path on the tag-to-
receiver link to form a virtual path between the exci-
tation signal transmitter and the WiFi AP. The virtual
path has a ToF of τ̂i = τk + τ ∗q and an AoA of θ ∗q .

Fig. 5 and shown in Sec. 2 of [40], this delay manifests itself
as an additional phase of j2πd sinθ ∗q/λ in the signal received
at second antenna compared to the signal received at the �rst
antenna for that path. So, by adding this additional phase to
the signal received at �rst antenna modeled in equation 7,
the signal received at the second antenna along the qth path
for the nth subcarrier is given by

( Ltx∑

k=1
γkej2π (τk+τ ∗q ) (n−1)fδ

)
γ ∗qej2πd sin θ ∗q /λ (8)

More generally, the signal received at themth antenna along
the qth path is given by

( Ltx∑

k=1
γkej2π (τk+τ ∗q ) (n−1)fδ

)
γ ∗qej2π (m−1)d sin θ ∗q /λ (9)

as the signal travels an additional distance of (m − 1)d sinθ ∗q
to reachmth antenna compared to reaching the �rst antenna.

The overall signal obtained at the mth antenna for the
nth subcarrier is nothing but the superposition of the signal
obtained from all the paths, and can be written as

Hn,m =

Ltaд∑

q=1

( Ltx∑

k=1
γkej2π (τk+τ ∗q ) (n−1)fδ

)
γ ∗qej2π (m−1)d sin θ ∗q /λ

(10)
whereHn,m is the signal received at the AP for thenth subcar-
rier at themth antenna. This overall signal received at WiFi
receiver is reported as CSI corresponding to the particular
subcarrier and antenna.

3.3.4 AoA estimation. Our key observation here is that
two physical paths (one transmitter-to-tag path and one tag-
to-receiver path) can be combined to form a virtual path. To
understand this, we �rst rewrite the received CSI shown in
equation 10 as equation 11 where the values of γ̂i , τ̂i and θ̂i
are detailed in table 1. By rewriting the CSI matrix, math-
ematically, it looks as if one path between the transmitter
and the tag, such as the k th path, can be combined with one
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path between the tag and the receiver, such as the qth, to
form a virtual path as shown in Figure 6. When the k th path
from the transmitter to the tag has ToF τk , and the qth path
from the tag to the receiver has ToF τ ∗q and arrives at the
receiver with an angle θ ∗q , then the virtual path obtained
by combining these two physical paths has ToF τk + τ ∗q and
AoA θ ∗q . As a result, CSI obtained at the receiver looks as
if it is generated by superposition of signals from multiple
propagation paths. Each of these multiple propagation paths
is a virtual path from the WiFi transmitter to the receiver
despite that in reality, no signal transmitted in the transmit-
ter’s WiFi channel can be received on the receiver’s WiFi
channel because the two channels are di�erent.

Hn,m =

Ltx Ltaд∑

i=1
γ̂iej2π τ̂i (n−1)fδ ej2π (m−1)d sin θ̂i /λ (11)

Equation 11 is in a standard form to apply joint AoA-ToF
(Angle of Arrival - Time of Flight) estimation procedures
like the one used by the state-of-the-art commodity-WiFi-
based localization system SpotFi [19]. We can now apply
localization algorithm described in section 3 of SpotFi to
recover the AoA-ToF pairs of all the Ltaд ∗ Ltx paths shown
in Table 1. For completeness, we now brie�y summarize the
algorithm to estimate these parameters here. SpotFi aims to
localize a WiFi transmitter using the CSI obtained at multiple
access points. The signal from the transmitter travels along
di�erent paths and reaches the receiver antenna array of
each AP. The received CSI can be modeled in terms of the
ToF and AoA of each of all the paths using the same equation
as equation 11. However, γ̂i , τ̂i and θ̂i correspond to actual
physical paths the signal is traveling to reach the receiver
from the transmitter. SpotFi then applies MUSIC algorithm
on a “smoothed” CSI matrix, constructed from the CSI values
obtained at the receiver for di�erent subcarriers at di�erent
antennas, to jointly estimate AoA and ToF of all the paths.

Although, the parameter of interest is just the direction
of the transmitter from the receiver, which is nothing but
AoA of one of the propagation paths, SpotFi jointly estimates
AoA and ToF because number of AoAs that one can resolve
using super-resolution algorithm like MUSIC is limited by
the number of antennas at the receiver array. With three
antennas that are available in a typical commodity WiFi
chip, one can resolve at most two AoAs whereas a typical
indoor environment has 5-8 signi�cant paths where the AoA
of each path needs to be estimated. However, WiFi signal is
transmitted on multiple subcarriers and ToF introduces phase
shift across subcarriers. Antennas and the subcarriers can
be used together to jointly estimate AoA and ToF associated
with each path because the number of sensors i.e., the number
of antennas times the number of subcarriers is larger than
the number of paths.

Further, once AoA and ToF of all paths are determined,
the ToF values are also used to �nd the direction of the WiFi
transmitter and the receiver in SpotFi. AoA of the direct path
between transmitter and receiver, which does not undergo
any re�ection before reaching the receiver, provides us the
direction of the transmitter; so one just needs to identify
which of the AoAs correspond to direct path. SpotFi uses
the fact that the direct path has the smallest ToF of all the
paths and hence, AoA of the path with the smallest ToF is
determined as the direct path AoA.

Fortunately, the logic holds true even for backscatter lo-
calization modeling. Notice that ToF of each virtual path is
the sum of ToF of a path between the transmitter and the tag
and ToF of a path between the tag and the receiver. Consider
the virtual path obtained by combining the ToF of the direct
path between the transmitter and the tag and ToF of the
direct path between the tag and the receiver. This virtual
path in fact has the smallest ToF among all the virtual paths
because ToF of any path between the transmitter and the tag
is greater than or equal to the ToF of the direct path between
them and the same holds true for the paths between the tag
and the receiver. Notice from Table 1 that the AoA of the
virtual path is nothing but the AoA of the associated physical
path between the tag and the receiver. Since the physical
path between the tag and the receiver associated with the
virtual path with smallest ToF is the direct path between
the tag and the receiver, the AoA of the virtual path with
the smallest ToF is nothing but the AoA of the direct path
between the tag and the receiver.

We summarize the detailed algorithm about how one can
obtain the AoA of the direct path between the tag and the
receiver from the received CSI in Algorithm 1. Once we
obtain the direction of the tag from multiple receivers, we can
localize the tag using the following localization procedure.

3.4 Localizing the Target
We use r WiFi APs to localize the target. Given the AP lo-
cations (x1,y1), (x2,y2), ..., (xr ,yr ) and the estimated AoA at
each AP θdirect1 , θdirect2 , ..., θdirectr , we need to identify the
location (xt ,yt ) of the target. We achieve this by solving the
following optimization problem.

minimize
r∑

i=1
E2
i

subject to sin(θit ) =
|xt − xi |√

(xt − xi )2 + (yt − yi )2
Ei = e j2πd sin(θdirecti )f /c − e j2πd sin(θit )f /c

(12)

The basic idea of formulating this optimization problem
is searching through all the possible values of the target lo-
cation (xt ,yt ) and �nd one that gives the minimum distance
from the estimated AoA values θdirect1 , θdirect2 , ..., θdirectr .
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Values for virtual path parameters

Virtual path index ToF AoA Attenuation

1 τ̂1 = τ1 + τ
∗
1 θ̂1 = θ

∗
1 γ̂1 = γ1γ

∗
1

2 τ̂2 = τ2 + τ
∗
1 θ̂2 = θ

∗
1 γ̂2 = γ2γ

∗
1

...
...

...
...

Ltx τ̂Ltx = τLtx + τ
∗
1 θ̂Ltx = θ

∗
1 γ̂Ltx = γLtxγ

∗
1

Ltx + 1 FτLtx+1 = τ1 + τ
∗
2

FθLtx+1 = θ
∗
2 FγLtx+1 = γ1γ

∗
2

...
...

...
...

Ltx × Ltaд GτLtx Ltaд = τLtx+τ ∗Ltaд GθLtx Ltaд = θ ∗Ltaд FγLtx Ltx = γLtxγ ∗Ltaд
Table 1: Values for virtual path parameters. τk andγk are the ToF and attenuation of the kth path of the transmitter-
to-tag link. τ ∗q and γ ∗q are the ToF and attenuation of the qth path of the tag-to-receiver link. θ ∗q is the AoA of the
qth path on the tag-to-receiver link.

Note that we do not directly minimize the distance between
θit and {θdirect1 , θdirect2 , ..., θdirectr }. Instead, we minimize
the distance between e j2πd sin(θdirecti )f /c and e j2πd sin(θit )f /c .
The insight of using this error metric is tolerating the phase
ambiguity in AoA estimation.

Speci�cally, when the AoA values for any of the APs are
close to 90o , i.e., the tag is collinear with the antennas in
the WiFi AP’s array, it is hard to identify whether a signal
comes from θ̂ = −90o +δ or θ̄ = 90o −δ where 0o ≤ δ ≤ 30o
because both θ̂ and θ̄ introduce similar phase di�erences
across antennas. To understand this, let us look at one ex-
ample where δ = 5o . The phase di�erences introduced be-
tween two adjacent antennas by θ̂ = −85o and θ̄ = 85o
are e j2πd sin(−85o )f /c = −0.99 − 0.01i and e j2πd sin(85o )f /c =
−0.99+0.01i respectively, which are very close to each other.
So, when AoA of any of the APs is close to 90o or −90o , the
error in AoA can be very large and this error introduces
huge error if we try to �nd the tag’s location by minimizing
the di�erence between estimated AoA and AoA that would
be obtained if tag were at a location. The modi�ed metric
e j2πd sin(θit )f /c is tolerant to these large errors as the value of
the metric remains close even when AoA gets mis-calculated
from close-to-90o to close-to-−90o .

Note that in our objective function, we considered the
AoA of the direct path from di�erent APs alone unlike SpotFi
which also considers RSSI of the signal obtained at di�erent
APs. The reason is that AoA of the direct path between the
tag and di�erent receivers depends on the location of the tag
alone but RSSI of the signal received at a receiver is a com-
plex function of the tag’s location and also the transmitter’s
location. We now summarize the detailed algorithm how one

can obtain the position of the backscatter tag from the CSI
obtained at the WiFi receiver in Algorithm 1.

4 EVALUATION
4.1 Implementation
We use the following hardware and software modules to
implement and evaluate the WiTag system.

Hardware: We mounted o�-the-shelf Intel 5300 WiFi
cards on Intel Mini PCs which serve as WiFi APs. The Intel
5300 WiFi card supports up to 3 antennas and each WiFi
AP has three antennas in a uniform linear with the distance
between successive antennas being 2.6 cm. The WiFi trans-
mitter is also a Intel 5300 WiFi NIC equipped with one an-
tenna. To implement the WiTag tag, we used the hardware
provided by HitchHike [46] and reprogrammed its FPGA
with the WiTag �rmware.

The WiFi transmitter and all the WiFi APs operate in
5 GHz WiFi spectrum with 40 MHz bandwidth. The WiFi
transmitter operates on channel 102 and the WiFi receivers
operate on channel 126. The RF transistor at the backscatter
tag is programmed to toggle at 120 MHz. The APs operate in
monitor mode and obtain the CSI for the packets transmitted
by the target. The APs export the CSI, along with a timestamp
at which CSI is obtained, to a central server. The server
processes and combines the CSI information from multiple
access points to determine the location of the target.

Software: We use the Intel 5300 CSI tool [14] to obtain
CSI for every WiFi packet received at a WiFi AP. WiTag’s
localization algorithm, that is described in Algorithm 1 and
is executed on the server, is implemented using MATLAB in
our current prototype.
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Algorithm 1: WiTag’s localization algorithm
Data: CSI measurements at each of the R APs
Result: Location of the target

1 for each AP i ∈ 1,2, . . . ,R do
2 for each packet i ∈ 1,2, . . . ,10 do
3 Remove linear portion of the CSI phase response

using procedures in Sec 3.2.2 of [19] ;
4 Obtain smoothed CSI matrix X as in Figure 4

of [19] ;
5 Compute set of eigenvectors EN corresponding

to insigni�cant eigenvalues of XXH ;
6 Evaluate MUSIC spectrum

PMU (θ ,τ ) = 1
(âH (θ ,τ )EH

N EN â (θ ,τ ))
where â(θ ,τ ) is

the signal obtained at di�erent antennas and
subcarriers when the signal is arriving with ToF
τ and AoA θ with unit attenuation ;

7 Obtain AoA and ToF of multipath components
as peaks of MUSIC spectrum ;

8 end
9 Cluster AoA and ToF from multiple packets ;

10 Declare AoA of cluster with highest likelihood value
(using procedures in Sec 3.2.3 of [19] which are
constructed based on the insight that direct path has
the smallest ToF) as direct path AoA ;

11 end
12 Minimize objective (equation 12) with optimization

variables as target’s location and path loss model
parameters ;

4.1.1 Baseline. We compare WiTag with SpotFi [19],
which is a state-of-the-art localization system based on ac-
tive WiFi radios. In SpotFi, the target is instrumented with an
active WiFi transmitter. Three to six WiFi APs are deployed
to collect packets transmitted by the target, extract CSI infor-
mation, and run the SpotFi localization algorithm to identify
the location of the target. In WiTag, instead of instrument-
ing the target with an active WiFi transmitter, we attach a
WiTag tag on the target. We chose SpotFi because, among
recently proposed WiFi-based localization systems [11, 40],
SpotFi has attractive properties like it does not require any
hardware modi�cations at the WiFi NICs. We compare the
two approaches by comparing the localization error obtained
when a tag is placed at a location and localized using WiTag
with the error obtained when an active WiFi transmitter is
placed at the same location and localized using SpotFi.

We do not compare with state-of-the-art WiFi-based local-
ization systems like ArrayTrack because it needed 6-8 anten-
nas to be e�ective and we do not compare with [33] because
it needs large 1m-wide antenna arrays. We do not compare

AP Locations        Target	  Locations

8 m

10 m

Figure 7: Floor plan and experimental setup used to
evaluate WiTag. The magenta squares represent the
location of the APs. The blue circles represent the lo-
cation of the target. The target can be a low-power tag
when �nding the localization error of WiTag or it can
be a active WiFi transmitter when determining the lo-
calization error of SpotFi. The dashed square on the
top shows the non-line-of-sight deployment scenario
where all the access points are blocked by obstacles
like walls or furniture. The dashed square on the bot-
tom shows a line-of-sight deployment scenario where
all the access points are in line-of-sight of the target.

with RFID based localization systems like [41], which locate
low-power tags with few tens of centimeters because they re-
quire installation of specialized RFID readers. These systems
do not work with ubiquitous WiFi infrastructure. Universal
deployment of localization system for low-power tags does
not allow for these constraints.

4.2 Evaluation Overview
We deployed WiTag at di�erent locations of our building
shown in Figure 7 and tested it’s performance. Here is a
summary of the main results from the evaluation.
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• WiTag is able to achieve similar localization accu-
racy as SpotFi in line-of-sight deployment where
the target that needs to be localized is line-of-sight
of all the access points. The median of localization
error is 0.92 m, close to the the error obtained by
SpotFi, which localizes an active WiFi transmitter.
So, one can localize a backscatter tag with similar ac-
curacy as localizing an active WiFi transmitter while
consuming orders of magnitude less power.

• In challenging conditions where the target is blocked
from the access point through obstacles like walls,
WiTag’s performance does degrade compared to line-
of-sight scenario. However, WiTagstill provides use-
ful localization accuracy pinpointing the target within
1.48 m. The error is only 0.34 m worse compared
to active WiFi radio based scheme SpotFi. However,
given that the tag consumes orders of magnitude
lower power and uses commodity WiFi, we believe
that this small degradation is acceptable.

4.3 Localization Accuracy
We now detail the experiment methodology and test results
for di�erent deployments.

4.3.1 LOS deployment. Localization accuracy depends
on several factors like the multipath environment, presence
of obstacles and density of the WiFi AP deployment. So, we
�rst start by replicating the scenario used for evaluating
several state-of-the-art systems like [19]. Speci�cally, the
system is deployed in a 10 m × 8 m space. Four APs are
deployed to span the area and target is placed at 50 di�erent
locations within this area. The environment is multipath
rich but all the access points have the target that needs to be
localized in line-of-sight with no obstacles between the target
and the AP. Our testbed for these experiments is highlighted
by the dashed box at the bottom of Figure 7.

Method: We �rst place the backscatter tag at each of the
target locations in the testbed. The access points are station-
ary. However, the WiFi transmitter is mobile and is placed
at arbitrary locations. We placed the transmitter at di�erent
location for each of the experiments. Note that changing the
position of the transmitter does not a�ect the accuracy of
WiTag because its localization algorithm e�ectively extracts
the information related to the tag’s location alone irrespec-
tive of the transmitter’s location.

Following the experiment where we place a tag at a loca-
tion, we conduct an experiment by placing an active WiFi
transmitter, operating in the AP’s WiFi channel, at the same
location. This is done to reduce the e�ect of the change in
the multipath environment for the experiments conducted
with the tag and the experiments that are conducted with
an active target. The ground truth position of the target and
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Figure 8: Localization error in LOS deployment.

the APs are measured accurately using laser range �nder
and architectural drawings of the building. The distance be-
tween the estimated target location and the ground truth
is reported as the localization error for the method used to
localize the target.

Analysis: Figure 8 shows the CDF of WiTag’s localization
error. WiTag uses a low-power backscatter tag and achieves
median localization error of 0.92 m close to 0.88 m median
error achieved using SpotFi that uses an active WiFi trans-
mitter. Thus, WiTag achieves sub-meter-level localization of
low-power tags using commodity WiFi making it possible
to enable several useful applications described in Section 1.

SpotFi should have achieved more accurate localization
because signal to noise ratio (SNR) of signal from an active
transmitter is much higher compared to the backscattered
signal. Speci�cally, for a particular location, the backscat-
tered signal from a WiTag tag is at least 30dB lower compared
to an active WiFi transmitter deployed at the same location.
However, the accuracy of estimated AoA does not improve
a lot once the signal to noise ratio is above certain limit (see
Sec. 4.4.2 and Figure 11). So, SNR of the backscattered signal
is su�cient for accurate localization in line-of-sight scenario.

4.3.2 NLOS deployment. Method: In order to stress-
test WiTag, we deployed it in a non-line-of-sight scenario
where all the access points are obstructed from the target by
walls and furniture. The deployment scene covers an area of
8 m×8 m where two APs stay in a corridor, one in the same
room as the tag, and one in another room. Similar to LOS
deployment, we conduct experiments at 50 target locations
and at each target location a backscatter tag is placed for
obtaining WiTag’s estimates followed by placing an active
transmitter for obtaining SpotFi’s estimates. Our testbed for
these experiments is highlighted by the dashed box at the
top of Figure 7.
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Figure 9: Localization error in NLOS deployment.

Analysis: From Fig. 9 , the median localization errors of
WiTag and SpotFi are 1.48 m and 1.14 m respectively. As
expected, the performance of WiTag degraded compared to
the line-of-sight scenario experiments. Further, unlike the
line-of-sight scenario where both SpotFi and WiTag had com-
parable performance, SpotFi achieves better performance
compared to WiTag in non-line-of-sight scenario. This is be-
cause WiTag’s backscattered signal strength degrades a lot
in NLOS deployment and CSI measurements from many of
the experiments fall in a regime where AoA error is e�ected
signi�cantly by the SNR of the signal received at the AP (see
Sec. 4.4.2 and Figure 11). The increased AoA error manifests
itself as increased localization error.

4.4 Understanding WiTag’s Performance
We now look at several factors that impacts WiTag’s localiza-
tion accuracy, including AoA estimation accuracy, backscat-
tered signal SNR, and WiFi AP density.

4.4.1 AoA estimation accuracy. Method: We measure
the accuracy of AoA estimation using the absolute di�erence
between the ground truth direct path AoA and direct path
AoA estimated using Algorithm 1. For this evaluation, we
classify the data into line-of-sight scenarios (experiments in
Sec. 4.3.1) and non-line-of-sight scenarios (experiments in
Sec. 4.3.2). We compare the AoA error when tag is used with
the error when an active transmitter is used.

Analysis: Fig. 10 shows the CDF of the AoA estimation
error of both WiTag and SpotFi in LOS and NLOS deployment.
The median error for both WiTag and SpotFi is the same 7
degrees in LOS deployment. Therefore, WiTag can achieve
similar localization accuracy as SpotFi in LOS deployment.
In NLOS deployment, the median errors of WiTag and SpotFi
are 14o and 10o respectively. WiTag’s median error is much
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Figure 10: CDF of AoA error.

larger than the LOS case. Therefore, WiTag’s localization
error is higher in NLOS scenario.

4.4.2 Accuracy VS CSI-SNR. Method: Accurate esti-
mation of AoA is crucial for smaller localization error. We
now test the e�ect of the signal strength on the accuracy of
AoA. Good signal strength assists in better CSI estimation
and CSI available will be of better ‘quality’. We measure this
quality by collecting CSI measurements from multiple pack-
ets while the transmitter and the receiver are stationary and
computing the value of mean divided by standard deviation
of the CSI measurements. We call this metric as CSI-SNR
(Signal to Noise Ratio of CSI measurements). We calculated
the absolute di�erence between ground truth direct path
AoA and estimated direct path AoA against CSI-SNR for the
experiments in Sec. 4.3.1.

Analysis: Figure 11 shows the error in AoA estimation
for di�erent CSI-SNR conditions. As expected, error in AoA
decreases as CSI-SNR increases. Interestingly, the increase
in the improvement in AoA estimation accuracy decreases
with increase in the CSI-SNR. So, once the CSI-SNR is above
certain threshold, the AoA error is not a�ected much by CSI-
SNR but at lower values, CSI-SNR is an important factor in
determining the accuracy of AoA estimates.

4.4.3 Impact of WiFi AP density. Method: We em-
ulate di�erent WiFi AP densities by localizing using CSI
from only random subsets of the APs. We vary the number
of APs that can hear the target between two and four to
demonstrate the performance of WiTag with increasing de-
ployment density. We consider the experiments from only
LOS deployment scenario for this analysis.

Analysis: Fig. 12 shows the error when di�erent number
of WiFi APs available for localization. When only three and
two APs are used to localize the tag, the median localization
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Figure 11: Localization error versus CSI-SNR.
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Figure 12: WiFi AP density versus localization error.

errors increase to 1.03 m and 1.45 m respectively compared
to 0.92 m error when four APs are used. Therefore, one can
achieve meter-level localization error even when only three
APs are available.

5 RELATED WORK
Active radio based approaches: Active radios, such as
WiFi and Bluetooth, have been used to localize IoT devices.
An active radio is mounted on the target and transmits wire-
less signal. The transmitted signal is collected by a set of
receivers, which serve as the anchor points and compute
the location of the target. [5–7, 9, 13, 22, 39] look at the
receive signal strength to determine the location of the tar-
get. [3, 23, 26, 30, 32, 34, 42–44] build a �ngerprint map
of each location using the wireless signal that is received
on that location. When localizing the target, [44] checks

the �ngerprint map and identi�es the location that maps to
the wireless signal �ngerprint that is stored in the database.
[11, 17, 20, 27, 31, 40] use an array of antennas to compute
the AoA of the signal transmitted by the target and combines
the AoA information from multiple receivers to identify the
location of the target. [8, 12, 21, 24, 25, 45] measure the time
needed by a wireless signal to propagate from the transmit-
ter to the receiver, translates the estimated time information
into distance, and leverages the distance information to lo-
calize the target. All of these active radio based approaches
require the deployment of an active transmitter on the target,
which is not possible for many IoT devices because these
devices cannot provide su�cient power to support the con-
tinuous operation of an active radio. In contrast, WiTag can
be deployed on energy constrained devices because the tag
attached to the target does not consume much power.

Passive radio based approaches: Passive radios, such
as RFID, are also explored to localize IoT devices. A passive
radio re�ects excitation signals transmitted by another de-
vice and embeds its own information during signal re�ection.
[4, 16, 28] investigate the AoA information of the backscat-
tered signal to localize an RFID tag. [35, 36, 41] looks at the
phase information of the backscattered signal to determine
the location of the target tag. All these passive radio based
approaches require the deployment a dedicated infrastruc-
ture, such as RFID readers, to communicate with the passive
radio device. Therefore, the deployment overhead is high.
In contrast, WiTag reuses the existing WiFi infrastructure
to communicate with the passive radio device. Therefore,
WiTag is easier to deploy.

Localization systems have been proposed with other modal-
ities like ultrawideband [10] signals, ultrasound [15, 29, 38],
IR [37], or beacons like the ones Apple recently introduced [2].
However, infrastructure needed for any of these approaches
is as ubiquitous as commodity WiFi AP infrastructure.

6 CONCLUSION
In this paper, we discuss the design, implementation, and
evaluation of WiTag, the �rst system that is able to localize
backscatter tags using commodity WiFi devices. Our key
contribution in designing WiTag is deriving a backscatter
communication model that can identify the key factor that
only depends on a tag’s location despite the excitation WiFi
signal transmitter location and the WiFi receiver location.
We conducted empirical measurement to evaluate WiTag’s
performance in an o�ce building. In both LOS and NLOS
deployment, WiTag is able to achieve 1∼1.5m localization er-
ror, similar to the active WiFi transmitter-based localization
system, such as SpotFi.
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