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In the context of computational science, a common aspect of
the mission of scientific projects, research laboratories, etc. is reproducible science. Thus, this mission often implies a certain level
of openness and the sharing of data, results, and resources as part
of the scientific process (for example sharing within the lab or research group, sharing within a field, or even open public availability
of research artifacts). However, no matter how open a particular
computational science project may be, there is a need to prevent
the computer systems it uses from misuse. Further, there is often a
need to protect intellectual property, assure the privacy of sensitive
information, and provide data integrity. These needs call for a level
of cybersecurity that can manage risks to an entity’s mission caused
by unauthorized access or attacks to its computer systems.
The goal of this position paper is to explore a research agenda
for how the field of cybersecurity best relates to the field of reproducibility in computational science, an area we believe has not been
formally explored by either the cybersecurity or reproducibility
communities. Hence, the key aim of this position paper is to start a
conversation between researchers and practitioners in the cybersecurity and reproducibility fields, and to take an initial step towards
defining a research agenda at the intersection of these fields.
We note our goal is distinct from work that seeks to improve the
reproducibility of cybersecurity experiments (e.g. [8]). In contrast,
we are exploring the role cybersecurity has in both supporting
the reproducible computational science (e.g., ensuring computational infrastructure is free from malicious interference with unpredictable consequences) and conflicts that arise between cybersecurity and reproducibility in practice (e.g., the common cybersecurity
practice of patching systems with possible implications on repeatably).

ABSTRACT
Cybersecurity, which serves to protect computer systems and data
from malicious and accidental abuse and changes, both supports
and challenges the reproducibility of computational science. This
position paper explores a research agenda by enumerating a set of
two types of challenges that emerge at the intersection of cybersecurity and reproducibility: challenges that cybersecurity has in
supporting the reproducibility of computational science, and challenges cybersecurity creates for reproducibility of computational
science.
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INTRODUCTION

Computing has become nearly ubiquitous in the scientific research
process. Unfortunately, attempts to access and misuse computing
systems by unauthorized and malicious entities are common, regardless of the intended use of a computing system. This includes
computer systems used for scientific research and housed on campuses and national laboratories (e.g., [3, 5, 9, 11, 12, 18, 19]).

2

DEFINITIONS: CYBERSECURITY AND
REPRODUCIBILITY

While a common definition of cybersecurity is focused on unauthorized access, e.g. Merriam-Webster defines cybersecurity as the
"measures taken to protect a computer or computer system (as on
the Internet) against unauthorized access or attack" [20], we take
a slightly broader definition and include the related areas of data
integrity and privacy. Data integrity failures are unauthorized or
unintended changes to data caused by either malicious actors or
random information technology system failures. Privacy, in the
context of this paper, is the maintenance of the confidentiality of
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research data such as personal health information or other data
whose publication would be considered harmful to research subjects
or other entities.
We define reproducibility in the computational sense: providing
digital scholarly objects associated with the computational findings
that would allow a reader to understand and regenerate the results.
This includes any data, codes or scripts, inputs, and other relevant
information, and made available in an open way if possible. [14, 15].

3

computer system. Unfortunately, this is not always the case and a
patch may have undesirable impacts on functionality, and hence
impact reproducibility. For example, the Spectre and Meltdown
patches had significant impacts on system performance [1]. How
does one determine the impacts of system software changes on
reproducibility? For example, a code may no longer execute after
system software has been patched. If running this code is necessary
for the regeneration of scientific findings, reproducibility may be
affected.

THE ROLE OF CYBERSECURITY IN
SUPPORTING REPRODUCIBILITY

4.3

Before discussing the challenges that cybersecurity creates for reproducibility, we argue that cybersecurity plays is integral to enabling reproducibility. A key role of cybersecurity is to prevent,
detect, and recover from unauthorized access and modifications to a
computer system, software, and data. Such modifications may compromise the intended behavior of the computer system, and may
remain undetected or detected at a much later date. A computer
system with poor cybersecurity will be susceptible to unauthorized
changes and hence one cannot have confidence in the behavior
of that system. Hence, cybersecurity is necessary for reproducibility and the challenges in the remainder of this paper cannot be
overcome by neglecting cybersecurity and its related challenges.

4

A concern of unauthorized access would be the changing of data,
whether intentional or a byproduct of misbehavior. There is also
concern that integrity errors may occur in computer systems due
to various implementation errors and statistical aberrations [17]. A
number of cybersecurity controls exist to protect against accidental
or malicious changes to data. For examples, hashes are commonly
used to detect changes to data both at rest and in transit. However,
as with any cybersecurity mechanisms, these are not perfect nor
are they always carried out.
What is unclear is to what extent integrity errors impact reproducibility. Does a one-bit random error in a petabyte dataset
invalidate any science based on that dataset? It seems reasonable
to argue that not all bits are equal across all domains of science many sciences sensing physical events deal with significant noise
in their data while other science uses data that seems highly sensitive to any perturbation. So the question is: what types of data
modifications are significant enough to impact reproducibility for
different types of computational science?

CYBERSECURITY AND REPRODUCIBILITY
CHALLENGES

In this section we enumerate a set of challenges that emerge at
the intersection of cybersecurity and reproducibility in two ways:
challenges that cybersecurity has in supporting the reproducibility
of computational science, and challenges cybersecurity creates for
reproducibility of computational science.

4.1

4.4

Confidentiality of Data and Software

Cybersecurity and privacy concerns often call for data and software
to be kept confidential. For example, data containing personally
identifiable individual information is commonly restricted, often
due to legal restrictions (e.g. [4, 6, 7]). There is also a debate in
the cybersecurity community about keeping software, particularly
source code, confidential in order to limit exposing any vulnerabilities in that software that could be used by attackers to compromise
computer systems on which the software is installed.
Confidentiality in research artifacts challenges a principle tenet
of reproducibility: exposure of the underlying data, code, and computational steps taken to produce scientific findings. Hence, the
question that arises regarding whether any reproducibility is possible in such contexts. Arguments have been made to maximize
the reproducibility possible (for example perhaps some steps can
be exposed) and to use mitigating procedures such as differential
privacy when data contain personally identifiable information [16].
We also note that data privacy is also a challenge faced by cybersecurity research itself (e.g. [13]), which often relies on data from
computer systems and networks that can contain private information about users of the system (e.g. web browsing habits)[2].

Impact of Unauthorized Access on
Reproducibility

As we describe earlier in this paper, a key role of cybersecurity is preventing unauthorized access to a computer system. Unfortunately,
cybersecurity is not perfect and unauthorized access to computing systems occurs with regularity. When an unauthorized access
occurs to a computing system involved in computational science,
one loses some amount of confidence that the computer system is
behaving as it is intended. Analysis of logs, both on the computing
system and elsewhere, can retroactively establish to varying extent
the actions of the unauthorized actors, but in practice one is never
completely certain their actions are fully understood. How does
this loss of confidence impact reproducibility?

4.2

Impact of Imperfect Data Integrity on
Reproducibility

Impact of Patching on Reproducibility

From the perspective of reproducibility, computer systems and
software used for research would ideally be static, helping to ensure they would repeatedly produce the same results. However,
a common cybersecurity practice is the updating of software (or
firmware or even hardware) to mitigate vulnerabilities that could
be exploited by unauthorized parties [6] - a practice commonly
referred to as "patching." Ideally, patching would mitigate the vulnerability without otherwise impacting the functionality of the

4.5

Cybersecurity as an Ethical Issue

There is a human element to trust in scientific findings. What role
does cybersecurity, or the perception of cybersecurity, play in the
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human trust of computational output? Reproducibility of findings
helps increase trust, but arguably, a more secure computational
system will also bolster trust in output. Are there metrics or certifications of "cybertrustworthiness" of systems that would lend
greater credibility to research output from these systems [15]?

4.6
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Costs and Efficiency: Trading off
Reproducibility and Productivity

A scientific result may be reproducible, and perhaps even deemed
reliable and accepted by the relevant domain researchers, but what
if this reliability was obtained on a system that is highly secure but
onerous to use? The cost of increased security may be increased
run times, greater complexity of scientific or system applications,
an increased learning curve for domain scientists using the system,
and possibly larger teams of researchers. This trade off may be
"worth it" in terms of the increased reliability of the findings, but
how do we assess the risk and the potential loss of accuracy in the
scientific output due to investments in greater cybersecurity?

5

CONCLUSIONS AND NEXT STEPS

This paper attempts to initiate a discussion regarding challenges
that emerge at the intersection of cybersecurity and reproducibility.
We expect a next step to be a discussion among cybersecurity and
reproducibility researchers and practitioners to articulate, refine,
and prioritize these challenges, and to evolve them into a research
agenda. An initial task could be the identification and documentation of a number of examples of the issues described in this position position paper, perhaps as Grand Challenges, and then made
available as a community resource so that the broader computational science community can better understand how cybersecurity
breaches impact computational reproducibility. Ultimately we hope
the resulting research will produce concrete guidance to cybersecurity and reproducibility practitioners to handle these challenges.
The National Science Foundation (NSF) Cybersecurity Center of
Excellence [10], with its goal of supporting trustworthy science
across the NSF portfolio of funded research, can potentially serve
as a facilitator of these conversations.
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