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TOWARDS DEEP LEARNING MODELS RESISTANT TO ADVERSARIAL

ATTACKS

mgn p(#), where p(0) =Eq max L6, x+4,y)

Problem:
- More capacity and stronger adversaries decrease transferability. Always 10 times wider
- PGD training is expansive!
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Problem:
- More capacity and stronger adversaries decrease transferability. Always 10 times wider
- PGD training is expansive!
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FGSM adversarial example is too easy.



TAKE NEURAL NETWORK ARCHITECTURE INTO CONSIDERATION
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Heavy gradient calculation

Black box
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DECOUPLE TRAINING

= Synthetic gradients [Jaderberg et al.2017]

= Lifted Neural Network [Askari et al.2018] [Gu et al.2018] [li et al.2019]
= Delayed Gradient [Huo et al.2018]

® Block Coordinate Descent Approach [Lau et al. 2018]

= Can Control perspective helps us to understand decoupling?

® Our idea: Decouple the gradient back propagation with the adversary updating.
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WHY DECOUPLING

Theorem 1. {PMP for adversarial defense) There exists co-state processes p

0= essespy = pL, ct=0,--- T
such that the following holds for all t € [T] and = € [5]:
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and parameler of the other layers 07,1 = 1,2, - - - | T will maximize the Hamillonian functions

ZH:{J“ Py 07) = ZH,{;“ ph 1. 0),¥0 €6, (8)
a=1 s=1
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RESULT

Training Methods | Clean Data PGD-20 Attack | Training Time (mins)
MNatural train 95.03% 0.00% 233
PGD-3 [14] 00.07% 30 18% 1134
PGD-5 [24] 39.65% 43.85% 1574
PGD-10 [24] 37.30% 47.04% 2713
Free-8 [25] 86.20% 47.00% 667
“YOPO-3-5 (Ours) | 87.27T% 13.04% 209
YOPO-5-3 (Ours) B6.T0% 47.98% 476

'Code from https://github.com/ashafahi/free_adv_train.
Table 3: Results of Wide ResNet34 for CIFAR 1.
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(a) "Samll CNN" in!* Result On MNIST



